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* Bundesverband der Deutschen Industrie (BDI):  
  translated excerpt from BDI paper on space policy.

The results of Space19+ are considered and  

outlined in this report. Contributions come  

from Bavarian space experts from the Munich  

Aerospace stakeholders the German Aerospace 

Center (DLR) institutes located in Oberpfaffen-

hofen, the Technical University of Munich and 

the Bundeswehr University Munich, as well  

as our Scientific Advisory Board and our Board  

of Trustees and a guest contribution from  

the Max-Planck-Institute for Extraterrestrial  

Physics, Garching. They cover the following areas 

of space research: Exploration, Earth Obser- 

vation, Communication, Navigation, Space 

Transportation, New Space and Cybersecurity.

We are grateful to the internationally renowned 

Bavarian experts for authoring the wide-ranging 

contributions to this report. They summarise 

their personal view of what is taking place in their 

areas of expertise. 

We hope that this compendium will serve as a 

source of information for interested colleagues, 

scientists and companies outlining where  

we currently are in space science, technology  

and applications, and where we are going. We  

would be pleased if this information creates  

new ideas in space with a potential for commer- 

cialisation and leads to innovative start-up  

companies being founded. 

May this report contribute to opening new  

horizons in space technology.

In a note on space policy and new space issued in 

May 2019, the Federation of German Industry ex-

presses the importance and opportunities of future 

space technologies for German industry:
___________________ Space applications are of central importance for 

German industry. They are the key and a prerequisite for 

many future technologies such as autonomous driving, 

digitalisation and Industry 4.0. This makes space a critical 

infrastructure for Germany as an industrial country.  

The industrial strategy of the federal government must 

reflect this more strongly.’ *
___________________

Munich Aerospace – the Bavarian aerospace inno-

vation network and interface between science  

and industry – recognised this as an incentive  

for dedicating the first issue of a new series of 

reports to space, entitled New Horizons in Space 

Technology. The goal of the report is to represent 

the state of the art and perspectives for the near 

future in space research, technology and applica-

tions worldwide, focusing on Europe, Germany 

and Bavaria. 

The ministerial meeting of the European Space 

Agency (ESA), called Space19+, held in November 

2019 in Seville, Spain, has shaped Europe’s future 

strategy in space while the Federation of German 

Industry stresses the economic impact of recent 

developments:
___________________ The future market space, also called New Space, is a 

great opportunity for Germany as an industrial country. 

Worldwide space sales are currently approximately  

US$ 260 billion. Business consultancies expect the global 

space market to grow more than tenfold by 2040 to as 

much as US$ 2,700 billion.’ *
___________________

Günter W. Hein

Chairman of the Executive Board 
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ABSTRACT

The 50th anniversary of the Apollo11 mission last year highlighted the renewed worldwide interest 

in lunar exploration, a renaissance in general public awareness and a renewed interest from space 

agencies. Human spaceflight in low-Earth orbit has all but become a matter of routine – the scientific 

utilisation of the International Space Station (ISS), which celebrated its 20th anniversary in 2018, has 

become customary. Since 2011 a crew of six astronauts has been working to put into effect a diverse 

research programme in low-Earth orbit. On Earth itself we observe a multitude of human and robotic 

exploration activities focusing on the Moon and Mars. This article deals primarily with current deve-

lopments of and perspectives for human exploration. Bernd Häusler’s and Thomas Andert’s feature 

takes a look at satellite-based activities beyond these destinations. However all activities in human 

and robotic exploration need to be put in an overall integrative and synergistic context.

ACTIVITIES IN LOW-EARTH ORBIT –  
THE INTERNATIONAL SPACE STATION (ISS)

Since the Apollo 17 mission in December 1972 human activities have been confined to our planet’s 

immediate vicinity. Extended presence of humans in low-Earth orbit (LEO) began with US and Soviet 

missions like Skylab and Salyut. Since the construction of the Russian space station Mir in 1986  

humans have circled the planet in low-Earth orbit almost continuously.

 HUMAN SPACE EXPLORATION – 
FROM ISS TO THE MOON AND BEYOND

by

Thomas Reiter
Former Astronaut
Interagency Coordinator and Advisor to the Director General, 
European Space Agency
Member of the Board of Trustees, Munich Aerospace
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In 2016 all international partners of the ISS programme decided to extend the station’s utilisation 

until 2024. Two years ago we celebrated the 20th anniversary of the ISS and the 10th anniversary of 

the European Columbus module which is in an excellent technical state and serves its intended pur-

pose as a multidisciplinary research module very well. Since the beginning of the 21st century 18 ESA 

astronauts have visited the ISS on short and long-term missions, three of which were German. In 

2019 Alexander Gerst was the first German commander on board the ISS and the second ESA astro-

naut entrusted with this high responsibility. While the Station has been approaching its final confi-

guration Europe’s astronaut corps has participated in almost one mission per year. This flight rate 

will increase further as the new US crew vehicles come into service this year. As a consequence the 

ISS crew will increase from six to seven astronauts. Crew numbers determine the worktime that can 

be devoted to research on board the ISS. Since the start of ISS operations more than 43,000 hours 

were dedicated to scientific and technological investigations [1] with Europe’s share amounting to 

more than 8.3%, the share stipulated in the ISS intergovernmental agreement (IGA).

The table gives an overview of the number of research activities performed by each ISS partner since 

the inception of the programme (investigations implemented) and the level to which each partner 

has benefited from cooperation in the scientific utilisation of the Station (relationship of participa-

tion to implemented investigations). This overview reveals not only the efficiency of the European 

scientific community in the implementation of its scientific programme (n.b. 13 % of investigations 

vs. 8.3 % of allocated resources) but shows also huge advantages resulting from cooperation with 

scientific teams from other involved agencies.

In view of the ISS programme’s scientific outcome the overall investment in the build-up of this  

infrastructure and the remarkable level of international cooperation the extension of ISS utilisation 

beyond 2024 appears a consequent step. 

Apart from the role of the ISS as a multidisciplinary research platform the fact that more than 4,000 

scientists from over 100 countries around the globe are involved in the pursuit of common goals for 

the benefit of humanity as a whole [1] is a remarkable political asset.

*NASA utilisation  

includes 67 

investigations by  

the Italian Space 

Agency (ASI)

Table: Investigations of international partners and benefits through cooperation [1]

Partner  
Agency

Agency  
Only

Collaboration  
(Hosting)

Investigations  
Implemented

Collaboration  
(Participation)

Total 
Agency 
Impact

%Increases
Through  
Collaboration

CSA 31 10 41 33 74 80%

ESA 273 92 365 320 685 88%

JAXA 442 246 688 157 845 23%

NASA* 880 213 1093 113 1206 10%

ROSCOSMOS 329 259 588 277 865 47%

Totals 2775 900 3675 32%
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Recent technical assessments of all ISS elements revealed the feasibility for its lifetime extension 

until the end of the decade providing the international scientific community with continuity in their 

research domains. This is also a reassuring perspective for the excellent work of the Columbus Ope-

rations Centre (Col-CC) based on the premises of DLR Oberpfaffenhofen. During last year’s “Space19+” 

conference ESA member states supported the extension of the Columbus utilisation until 2030. 

 

ESA and its member states have agreed to pursue the following objective in the coming decade:

-  Continuing the publicly-funded utilisation of the ISS and further exploiting its role as a testbed 

for technology demonstrators; 

-  increasing diversification of ISS utilisation (national contributions, commercial partnerships); 

- further reducing ESA’s ISS operating cost; 

-  increasing efforts in standardising and modernising both ground and space segments in  

collaboration with commercial partners; 

-  continuing efforts to establish a LEO economy in collaboration with European commercial 

operators. 

Since the inception of the ISS programme Europe’s scientists have focussed their research in 9 top-

level areas in the fields of physics, biology and human physiology (Fig. 1). Crewed ISS operations 

started in the year 2000 and more than 365 European investigations have been performed on board 

since then, achieving remarkable scientific results and testing and maturing new technologies. In 

2014 for example Alexander Gerst installed the Electromagnetic Levitator (EML), boosting research 

in the field of material sciences (Fig. 2) and improving the understanding of thermo-physical processes 

and properties of alloys during casting and solidification. This facility has been crucial in the optimi-

sation of the manufacturing process of a new alloy titanium aluminide which will substitute nickel-

based alloys in the manufacturing of light-weight turbine blades.

Fig 1: Nine top-

level research 

topics for  

ISS in Europe 

Physics Biology Human Physiology

1.  Microstructures and  
properties of materials

1.  Gravity-induced  
 phenomena

1.  Mechanism of  
physiological adaption

2. Two-phase heat transfer 2.  Life in adverse  
enviroments

2.  Neurosensory and  
psychological adaption

3. Complex or ‚soft‘ matter 3.  Limits of life in our  
solar system

4.  Limits of relativity  
and quantumphysics

Biological research in support  
of health-related research
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Fig 2: The Electromagnetic Levitator (EML)

Health-related research performed on board the ISS bears great potential for future medical applica-

tions on Earth and needs to be further explored. The human body reacts to weightlessness in multiple 

ways. The lack of any hydrostatic pressure gradient causes the body’s regulatory mechanisms for 

blood-pressure to become deconditioned the bones start to demineralize immediately and the func-

tion of the immune system degrades significantly. All of these effects correspond to the aging pro-

cess but appear to accelerate in weightlessness. 

Research related to immunology for example has brought new insights into the mechanisms regulating 

our immune system and has led to novel therapies in the fight of exaggerated immune responses. Over 

the last decades autoimmune diseases have increased significantly with up to 20% of the Western 

world population found suffering. Therefore the relevance of this work for terrestrial applications is 

quite apparent. One of the scientists who has been engaged in this field of research for many years 

is Professor Alexander Chouker from Ludwig-Maximilians-University in Munich.

For almost two decades Bavarian scientists too have utilised ISS data in their research field of funda-

mental physics. The plasma crystal experiment was one of the research activities carried out by the 

first permanent crew on the ISS (Juri Gidzenko, Sergej Krikalev and William Shepherd, Nov 2000 –  

April 2001). The research hardware has been continuously improved since. In 2014 the most recent 

Plasma Crystal Lab, PK-4, has been installed in the Columbus module. One of the following articles by 

Dr. Hubertus Thomas reports in depth on research in the field of complex plasmas. 

©
 D

LR
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Fig. 3 indicates the distribution of research disciplines between the five partner agencies. Compared 

to the other partners Europe had distributed its research resources systematically and more evenly  

between its top-level research topics and disciplines. Furthermore ESA dedicated about 15% of its 

utilisation resources to educational activities thus promoting the young generation’s interest in STEM 

disciplines. 

ACTIVITIES TO ATTRACT 
COMMERCIAL PARTNERSHIPS FOR THE ISS

For a long time all ISS partners have made every effort to attract commercial customers for utilisation 

and operation of the ISS. In 2017 the US National Space Council asked NASA “…to develop a plan to 

transition in an approach from the existing regime that heavily relied on NASA sponsorship to a  

regime where NASA and the other ISS partners could be one of many customers of a low-Earth orbit 

non-governmental human space flight enterprise…”. This transition plan was presented to the part-

ners in spring 2018 initiating an intense discussion about the implications for a future utilisation 

scenario and common Station operating costs. In parallel NASA elaborated on a draft of a Commer-

cial Use Policy intended to foster the step-by-step commercialisation through increasing involve-

ment of commercial customers.

A survey across potential partners in the US revealed that transport costs, making up for 70% of the 

common Station operating costs, are the biggest hurdle to date in intensifying such commercial  

activities. Not even the emergence of commercial transport providers like SpaceX, Orbital, Sierra  

Nevada Corporation and Boeing have led to any decrease in the overall ISS operating costs as yet.

The transition towards a fully commercialised ISS driven by mechanisms of demand and supply will 

take time. A fully commercial ISS operation regime by 2025 is therefore unlikely. Still, there are many 

promising examples in the US and across all partner agencies indicating a rising interest in the com-

mercial use of LEO-platforms.

Fig 3: Research disciplines on ISS by partner agencies  

(number of experiments shown for each discipline) [1]
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For many years ESA has been committed to move towards creating an ecosystem of European service 

providers focussed on private sector and governmentally-funded customers. For this purpose ESA 

dedicates up to 30% of its utilisation resources to selected activities, aiming to also reduce turn-

around time, i.e. the time for a customer to come up with a research proposal to receiving the results. 

In addition to the long-standing involvement of industrial expertise in the operation of the Colum-

bus module new ways of commercially supporting private and public customers have materialised, 

like the Belgian company Space Applications with their IceCubes [3] and Airbus Defence and Space 

with their Bartolomeo platform [4]. IceCubes are CubeSat-sized boxes, providing power, thermal  

control and data for a wide range of applications, using commercial off-the-shelf (COTS) components 

to reduce cost (Fig. 4). It needs to be emphasised that the end-to-end services of Space Applications 

are available to private sector customers, universities and institutional customers wishing to con-

duct research on board the ISS in parallel or outside the established processes.

Airbus D&S will provide a similar end-to-end service on an external platform. The platform Bartolomeo 

named after the brother of Columbus is to be launched on board a SpaceX Dragon capsule in March 

2020. Bartolomeo can host up to twelve different payload slots, providing them with power and data 

links. A technology experiment, the Optical Space IR Downlink System (OSIRIS), is already booked to 

utilise this platform. It is based on a collaboration between the DLR Institute For Communication And 

Navigation at Oberpfaffenhofen and Tesat-Spacecom GmbH & Co. KG in Backnang and will test high  

capacity space-to-ground laser communication technology with a data rate of 10 Gbps over a range 

of about 1,500 km.

Fig 4: 

Space 

Applications’ 

IceCubes 

platform 
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NASA has recently selected the US company Axiom Space for providing a habitable commercial  

module to be attached to the ISS Node 2 forward port. This is another example of demonstrating the 

Station’s ability to provide products and services to a growing market, preparing the transition for 

the Station’s commercial operation.

As indicated before the success of this process will depend on further reducing overall ISS operating 

costs – a challenge for all partners involved in the programme. In cooperation with German Aerospace 

Center (DLR) and industrial partners ESA has achieved significant reductions in operating costs for 

Columbus since the end of the last decade while maintaining a high level of reliability and efficiency. 

As we plan to utilise the ISS until the end of this decade and with growing experience in the operation 

of this exceptional research facility we will continue our efforts to this end. 

ISS AS A TESTBED FOR EXPLORATION TECHNOLOGIES

In addition to vast scientific utilisation the ISS also serves as a testbed for developing human and 

robotic exploration technologies. In line with ESA’s Space Exploration Strategy [5] elaborated on in 

close cooperation with our member states in the first half of the past decade the European Explo-

ration Envelope Programme (E3P) focuses on the step-by-step implementation of these long-term 

objectives. The envelope programme comprises one specific element for the advancement of those 

technologies which are crucial for achieving our future goals: the Exploration Preparation, Research 

and Technology (ExPeRT) element aims at increasing technology readiness levels (TRL) in areas speci-

fically relevant for Europe’s plans and ambitions in this field.

It needs to be pointed out that those activities within ExPeRT also present an excellent opportunity 

for SMEs to engage with the challenges of space exploration and push innovation to new frontiers 

regardless of whether they have worked in space or non-space domains before. The technical chal-

Fig 5: 

Airbus D&S platform  

Bartolomeo  

with OSIRIS payload
Bartolomeo Platform OSIRIS
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lenges for crew survival in deep space as well as for remote non-human attended robotics are an 

excellent leverage for engineering progress.

Once humans move further away from Earth logistics and survival become an ever increasing chal-

lenge. The need to protect life against the harsh radiation environment outside Earth’s magnetic 

field, to supply the astronauts with basic resources like food, water and a breathable atmosphere 

represent just a few of these challenges. Europe is well positioned to advance the necessary tech-

nologies in these areas and bring them to an operationally mature state as the following examples 

indicate.

Towards the end of his second mission to the ISS ESA astronaut Alexander Gerst installed and started 

testing a European regenerative life support system named Advanced Close Loop Life Support Sys-

tem (ACLS) (Fig. 6). This system removes CO2 from the Station’s atmosphere, breaks it up in a process 

called Sabatier reaction and generates methane and water. The water is routed back to an electrolyser 

which supplies the Station’s atmosphere with oxygen. When fully operational ACLS will recycle half 

of the carbon dioxide on board saving about 400 litres of water that would otherwise have to be 

launched to the ISS each year.

Fig 6: Alexander Gerst in front of the life support rack, end of 2018 

©
 E

SA
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However not all of the CO2 which ACLS extracts from the Station’s atmosphere can be processed in 

the Sabatier reaction. To close the life support loop further the CO2 leaving ACLS could feed a biolo-

gical process. Supported by DLR the Institute For Space Systems of the University of Stuttgart has 

developed a photo-bioreactor using microalgae to process CO2, generating biomass and Oxygen in 

turn. In future the generated biomass may be used to complement on-board food supply. Such a 

hybrid system further increases the efficiency of the life support loop (Fig. 7) and decreases food 

upload requirements.

Fig 8: METERON - Multi-Purpose End-To-End Robotic Operation Network

Fig 7: Photo-bioreactor, a cooperation between DLR and IRS of University 

of Stuttgart, Germany
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The ISS also offers unique opportunities with regard to human-robotic interaction. Even before  

humans actually touch down on the surface of another celestial body robotic systems play a crucial 

role; in supporting human surface operations they are equally indispensable. The capability to direct 

and control robots with minimum time delays from orbit as compared to remote control from a centre 

on Earth becomes increasingly relevant. In close cooperation with NASA and the Russian space agency 

ROSCOSMOS, the DLR centre for Robotics and Mechatronics in Oberpfaffenhofen has conducted an 

extensive suite of experiments as part of the project framework Multi-Purpose End-To-End Robotic 

Operation Network (METERON) (Fig. 8). DLR’s unique long-term experience in the field of delay-tole-

rant control of robotic systems and in the discipline of robotics and mechatronics in general has been 

of particular importance. Their expertise in the domain of space robotics in particular builds on  

experiments that were carried out on board the Russian space station Mir. Today’s activities on board 

the ISS are addressing the validation of technologies needed to operate robotic assets on the surface 

of the Moon or Mars from a lunar or Martian orbital station.

EUROPE’S ROLE IN HUMAN LUNAR EXPLORATION

The vision of global cooperation in connection with the Moon Village concept proposed in 2016 by 

ESA Director General Professor Wörner has led to intense discussions of possible partnerships in 

space exploration.  Renewed focus of the US on human missions to the Moon and the decision of the 

US national space council in April 2019 to push for the return of their astronauts to the lunar surface 

in the year 2024 led to an adaptation of NASA’s programme planning and consequently the planning 

of all ISS partners involved in the preparation of the Lunar Orbital Platform Gateway since the begin-

ning of the past decade.  

According to current worldwide planning more than twelve government-funded missions to the 

Moon are to be launched over the next five to six years. Furthermore multiple commercial activities 

related to our celestial neighbour take up speed. About ten privately funded missions are to be laun-

ched in a similar timeframe. 

Europe is well prepared for assuming a visible, even critical role in this scenario. Two of the four 

cornerstones of ESA’s exploration envelope programme are dedicated to human and robotic explo-

ration of the Moon. In terms of robotic explorations of the Moon ESA has been collaborating with 

ROSCOMOS since 2014, preparing a mission to the lunar south pole called Luna 27. The launch of this 

mission is envisaged for the year 2023 (Fig. 9). Europe will provide two critical elements for ensuring 

safe landing of the module and for prospecting lunar soil. PILOT is an avionics package which will  

ensure precise optical navigation during the final phase of descent to the lunar surface and a safe 

and level touchdown, avoiding boulders and other hazards. PILOT’s key sensor, the navigation came-

ra, will have been tested during a previous mission, Luna 25, planned for launch in 2021.
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PROSPECT, the second scientific payload element consists of a drill which will retrieve samples from a 

depth of up to one meter and a package for analysing these samples for water ice and other volatiles. 

The drill will be a modified version of the ExoMars drill which is to be part of the July 2020  ExoMars 

mission to our neighbouring planet Mars.

Future autonomous European capabilities for supporting sustained lunar exploration by robotic lan-

ders are building on previous and ongoing studies. Three mission scenarios with different payloads 

stand to be investigated: returning lunar samples to Earth serving scientific objectives, development, 

testing and maturation of capabilities using in-situ resources (ISRU) on the lunar surface serving 

technological objectives, and finally a cargo lander in support of human activities on the lunar sur-

face serving logistics objectives. All of these scenarios will include Ariane 6 as launch vehicle.

The second cornerstone of E3P is dedicated to human lunar exploration and comprises elements 

of transportation, habitation and technical support. Based on the industrial, operational and tech-

nical expertise Europe demonstrated in the years 2008 to 2014 by delivering more than 30 tonnes 

of supplies to the ISS with five Automated Transfer Vehicles (ATVs), NASA was willing to entrust the 

development of the service module for its Orion capsule to ESA and its commercial partners. The 

European Service Module (ESM) derived from the ATV (Fig. 10).  The first ESM was delivered to the 

US end of 2018 and has been undergoing a series of tests. At the end of 2019 the Orion capsule was 

mounted on the service module for integrated testing. The launch vehicle for all Orion capsules will 

be the SLS, the successor of the Saturn V. The first unmanned launch of SLS carrying ORION and the 

ESM is currently planned for mid-2020. This maiden flight will bring the capsule into a retrograde 

orbit around the Moon. 

Fig 9:  

Russian-European 

Lunar Lander  

Mission “Luna 27”
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The first crewed mission is planned to take place in 2022. The second ESM which will be supporting 

the first crewed flight around the moon more than 50 years after Apollo 17 is currently under cons-

truction at ADS in Bremen and contract negotiations for the ESM-3 are in their final phase. To date 

ESA envisages delivery to NASA a total of six service modules.

After Orion’s first crewed flight assembly of the lunar gateway will start with the launch of a solar 

Power and Propulsion Element (PPE). The gateway will be placed and assembled in elliptical orbit 

around the lunar poles, with its orbital plane being perpendicular to the radius vector between Earth 

and Moon (Near Rectilinear Halo Orbit, NRHO). This orbit allows permanent contact with Earth and 

provides maximum contact time to the lunar south pole region. 

In addition to the delivery of ESMs Europe will provide elements for refuelling of PPE, a terminal for 

high bandwidth communication and an airlock for scientific use. These technical support elements 

comprise the European System Providing Refuelling, Infrastructure and Telecommunications  

(ESPRIT). ESA will furthermore lead the development of a module called I-HAB for habitation purposes 

to be attached to the gateway at a later stage. In its final configuration including all elements and 

modules from all partners the gateway will have a mass of 40 tonnes (Fig. 11).

Fig 11:  

The Lunar Orbital 

Platform Gateway 

including European  

contributions 

Fig 10: Automated Transfer Vehicle ATV (left) and the European Service Module (ESM) carrying the US Orion 

capsule (right). 
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In its initial phase the gateway will consist of essential elements supporting the landing of US astro-

nauts in 2024. Therefore a small habitation module, the Habitation and Logistics Outpost (HALO), 

will be attached to the PPE, containing some ESPRIT elements, e.g. communication terminal, initial 

refuelling interfaces and some limited science elements. All remaining elements of ESPRIT and the 

I-HAB will follow later. 

It needs to be noted that the first two ESMs are so-called barter elements compensating Europe’s 

common operation costs of the ISS programme. By providing logistic services for five ATVs ESA was 

compensating its share of common ISS operating costs until end of 2018. All additional ESMs and our 

contributions like ESPRIT and I-HAB will be the basis for flight opportunities of European astronauts 

to the gateway and later to the Moon as well. 

SUMMARY AND OUTLOOK

ESA member states’ investments in the ISS programme since the 1990s is paying off in multiple ways. 

A very active and well-coordinated scientific community in Europe has achieved remarkable discoveries 

in a wide field of disciplines, advancing our knowledge and leading to immediate benefits for society. 

The level of collaboration amongst all ISS partners on the ground and in space turned out to unleash 

synergistic effects and benefits for all participants. PwC analysed the economic value of Europe’s 

participation in the ISS development programme in a study in 2016. It revealed that investments 

generated a return on investment (ROI) of 14.6 billion euros, representing a return on investment 

factor of 1.8 [7].  The Columbus Module is in a healthy state as are other ISS elements supporting 

continuation of ISS operations until the end of this decade, providing long-term perspectives and 

continuity for our scientific community and supporting an ecosystem of European service providers 

with a focus on private and public sector customers. The extension of Europe’s participation in the 

ISS programme beyond 2024 is supported by ESA’s member states. On average ESA has one flight 

opportunity for one of its astronauts per year. With the new US crew transportation vehicles coming 

into service the on-board crew size will increase to seven members which in turn will slightly increase 

ESA’s flight opportunities. 

First steps have been taken towards a potential cooperation with China’s human spaceflight pro-

gramme. Under a framework agreement between the Chinese Space Agency and ESA an exchange in 

the areas scientific utilisation, crew training and infrastructure elements has been initiated. Oppor-

tunities for including a European astronaut as crew member on the Chinese space station once it 

becomes operational are being pursued. 

ESA’s engagement in human and robotic exploration follows a strategy developed together with its 

member states, taking into consideration the plans and capabilities of our international partners. 

The establishment of a European Exploration Envelope Programme implements these strategic  

objectives in a consequent, predictable and affordable way. E3P allows both the member states the 

necessary flexibility to advance in this challenging field. ESA aims at complementing its activities in 

the domains of human and robotic exploration. E3P’s structure with its four cornerstones and sup-

porting activities leads to synergistic effects across all its elements. 
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Europe’s engagement in the area of lunar exploration will open new scientific and even commercial 

opportunities. The Moon is a stepping stone on the path of exploring our solar system further, espe-

cially of our neighbouring planet Mars. Participating in transporting a crewed capsule to the Moon 

and collaborating on the lunar gateway project will open flight opportunities for European astro-

nauts to the gateway and later also to the Moon. 

With the promise of upcoming flight opportunities ESA and the member states are preparing the 

next selection process of astronaut candidates to be launched 2020. 

In late July 2020 we expect to launch ESA’s ExoMars mission which is to reach Mars at the end of 

2020. The scientific payloads of the ExoMars rover, named Rosalind Franklin after the British chemist 

and X-ray crystallographer who contributed to unravelling the double helix structure of our DNA, 

may prove that life has existed for some time under the surface of our neighbouring planet. 

The Moon is not the end of humanity’s journey into space but represents the first stepping stone 

only. The lunar gateway will not only be a staging post for humans to prepare their decent to the 

Moon but act as a testbed for a vehicle that at some point will bring humans to Mars. Until then our 

Moon will be the proving ground for technologies to be developed and matured. It will provide us 

with operational experience in an environment that requires a high level of autonomy. 
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ABSTRACT

We describe the contribution of the Institute for Space Technology and Applications (ISTA) at the 

Bundeswehr University Munich (UniBwM) to the interplanetary science and exploration programme 

of the European Space Organisation (ESA). The focus is on the missions Venus Express and Rosetta 

and describes the Radio Science Investigation (RSI) technique. The sounding technique uses ultra-

stable coherent microwave frequencies which allow the investigation of planets such as Venus with 

its massive CO2 atmosphere but also of mass, density and surface properties of small bodies such as 

the comet 67P/Churyumov-Gerasimenko. A bistatic radar experiment was performed as a first-time 

ever experiment on a cometary surface.

INTRODUCTION

With the launch of Mars Express (MEX), Rosetta and Venus Express (VEX) spacecraft in the years 

2003, 2004 and 2005 the European Space Agency has started its comprehensive exploration of the 

inner solar system.

The aim of this research programme – now continued and expanded with missions to Mercury (Bepi 

Colombo) and to Jupiter´s icy moon world (JUICE) – is the profound understanding of the origin and 

formation of planets (comparative planetology), including the behaviour and long-term develop-
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ment of their atmospheres, leading to a better understanding of our own atmosphere as well as that 

of exoplanets. Consequently we learn to understand the structure, dynamics and outgassing proper-

ties of a very small body, a cometary nucleus, consisting of material from the time the solar system 

was formed, hoping to eventually gain insights into how life began. 

All three spacecraft were equipped with suites of instruments consisting of particle and field sen-

sors, imaging instruments, spectrometers operating in various spectral and mass ranges and Radio 

Science Investigation (RSI) experiments. Two spacecraft (MEX and Rosetta) also carried landers. Bea-

gle-2, the MEX lander, was unfortunately not able to commence operation after hard impact on the 

surface of Mars. VEX (and also MEX) built by EADS Astrium, Toulouse (now Airbus Defense & Space) 

and launched with a Soyuz-Fregat rocket from Kazakhstan was in operation for more than eight years. 

Rosetta built by EADS Astrium Friedrichshafen (now Airbus Defense & Space) and launched with an 

Ariane-5 rocket from Kourou, French Guyana, had a mission duration of 12 years. As of January 2020 

MEX is still in operation. Scientific data of all three missions is being analysed at full speed. 

 

RSI was specifically designed for the investigation of Mars and Venus, their atmospheres and ionos-

pheres, their surface properties and gravity field anomalies but also for investigations of small  

interplanetary bodies such as the Mars moon Phobos, asteroids such as Lutetia and the comet 67P/

Churyumov-Gerasimenko. These investigations were accompanied by studies of dynamic effects  

occurring in the solar corona (coronal mass ejections, CMEs) and in the solar wind plasma. Martin 

Pätzold (Rhenish Institute for Environmental Research of the University of Cologne, RIU) and Bernd 

Häusler (Bundeswehr University Munich, ISTA) headed the international RSI teams as principal inves-

tigators. 

ISTA has shared a great deal of responsibility in the planning, instrument development and testing 

activities, conducting missions and data analysis. The flawless operation of RSI in the ESA space  

programmes convinced the Japanese Space Agency JAXA to adopt the technique for its own current 

Venus orbiter mission Akatsuki, appointing Bernd Häusler, Martin Pätzold and Silvia Tellmann (RIU) 

as co-investigators. Thomas Andert is also a team member of the Radio Science experiment of the 

JUICE mission, the NASA led missions New Horizons and the asteroid mission LUCY. The Indian Space 

Agency ISRO is currently preparing a mission to Venus, incorporating Radio Science Investigation. 

This article emphasises the exploration of the Venus atmosphere and the study of the cometary  

nucleus 67/P.

VENUS

VENUS AND ITS MIDDLE ATMOSPHERE (40 KM – 80 KM)

Venus and Earth are very different twin planets. The distance from Venus to our Sun is approximately 

0.72 AU. Its size (6,052.8 km) is close to the size of Earth. It is the only planet in the solar system rota-

ting around its axis in retrograde motion (approximately. 243 d) and is oriented nearly perpendicular 

(3°) to the ecliptic plane. The revolution period around the Sun is 224.7 d; sunrise as seen by an  
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observer on the surface of Venus occurs in the west. 1 Venus day = 116.8 Earth days (d). The atmos-

pheric composition consists of CO2 (96.5%), N2 (3.5%) and trace gases, e.g. H2O, SO2, COS, CO etc. 

Pressure and temperature at the surface are approximately 92 bar and 730 K respectively. The high 

temperature is attributed to an extreme greenhouse effect. The huge amount of CO2 in the atmos-

phere is due to a complete lack of water on the Venus surface, offering no possibility to buffer the gas 

in a similar way as the Earth´s oceans. No intrinsic magnetic field exists on Venus which is attributed 

to a great extent to its slow spin around its axis. Venus is a volcanically active planet.

An extensive cloud layer with high albedo (76%) in the optical wavelengths extends in altitudes ran-

ging from 45-75 km. Only 3% of the Sun’s radiant energy reaches the surface, 21% is absorbed by the 

atmosphere. The bulk of the solar energy absorbed by the planet accumulates in the principal cloud 

layers. The net solar radiation input is less than on Earth. 

The cloud layer consisting mostly of H2SO4 aerosols is optically thick because of thermal infrared 

radiation. Observations with VEX cameras revealed that cloud structures become visible in the UV 

wavelength range and are moving azimuthally with high velocities reaching more than 100 m/s at 

the cloud tops’ altitude range (65-70 km) which is interpreted as a sign for wind velocities in the 

same order of magnitude. The direction of the zonal winds follows the direction of planetary rotation 

and is roughly 60 to 80 times faster than that of the planetary body (super-rotation). Clearly, this 

motion is part of a global circulation pattern, the other part being the meridional circulation com-

monly known as “Hadley” circulation, coupled with the zonal circulation. The zonal winds identified 

as thermal winds were shown to be the result of a balance between the equatorward component of 

the centrifugal force of the zonal motion and the poleward oriented meridional pressure gradient. It 

is called cyclostrophic balance and named after the near-equator tropical cyclones in the Earth´s  

atmosphere. The generation and transport of energy and momentum in the atmosphere of a very 

slowly rotating planet leading to such high wind velocities is still an unresolved puzzle in planetary 

research. The knowledge of the atmospheric structure, stability and dynamics leading to this behavi-

our is therefore of great interest. Contributions of atmospheric waves including the solar tide effect 

are considered to be an indispensable component of the general circulation of the Venus atmosphere. 

Not yet discussed is the role of (electrically charged) dust in the cloud layers and its influence on the 

atmosphere. 

THE INSTRUMENTAL TECHNIQUE

Radio occultation is one of the major applications of Radio Science in space missions. It has played a 

central role in determining the vertical structures of planetary atmospheres from the early stages of 

planetary exploration in the 1960s (e.g. Eshleman, 1973, Fjeldbo, Kliore and Eshleman, 1971). In a 

radio occultation experiment conducted with an orbiter the spacecraft transmits radio waves  

toward a tracking station on Earth (or vice versa) and sequentially goes behind the planet’s ionosphere, 

neutral atmosphere and solid planet as seen from the tracking station, re-emerging in reverse  

sequence (Fig. 1). The basic measurement principle consists of the detection and identification of 

small changes in frequency (phase), signal power and polarisation of a microwave radio frequency 

(RF) carrier signal (X- and S-bands). These are caused by interaction with a gaseous medium the radio 

ray is penetrating or by changes of the state vector of the space probe caused by the influence of 
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gravitational fields and solar pressure. Ultrastable reference frequencies are a prerequisite for this 

technique to succeed. Ultrastability and coherency of the RF signals are guaranteed by a H2 maser at 

the ground station on Earth, a coherent transponder in the space probe in case of two way operation 

or an ultrastable oscillator (USO) in case of one-way operation (Fig.1). The frequencies serve as tele-

metry/ telecommand link when not used for Radio Science purposes. Nowadays this technique is 

extensively used in so-called cross link measurements in the Earth´s atmosphere using GPS satellites 

each carrying their own H2 masers (Kursinski, 1997).

The USO (1.5 kg, 2W) has a frequency stability (Allan deviation) of approximately 3x10-13 @ 10s inte- 

gration time and was built by TimeTech GmbH, Stuttgart, Germany. The on-board RF subsystem inclu-

ding the USO is described by Häusler et al. (2006, 2007). On VEX the RSI instrumentation was named 

VeRa.

Planetary occultation events occur in so-called occultation seasons lasting each approximately 1-2 

months. Two to three occultation seasons per year are typical. During such events the neutral and 

ionized atmospheres of the planet cause bending, attenuation and scintillation of the radio waves 

which carry information on the atmosphere along the ray path (Fig. 2). 

The measurements yield vertical profiles of refractive index and absorption coefficients under the 

assumption of local spherical symmetry. The refractive index profiles yield temperature and pressure 

profiles by assuming hydrostatic equilibrium which is very accurate in well-mixed atmospheres 

(Häusler et al. 2006, 2007; Tellmann et al. 2009).

Fig 1: Ground station and spacecraft radio frequency links used in RSI experiments. Wavelengths are 3.5 cm  

(X-band) and 13 cm (S-band). The use of coherent dual frequency transmission allows the separation of 

non-dispersive and dispersive media effects, i.e. to distinguish between neutral atmosphere and ionosphere.
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Among the merits of this technique are the high vertical and temperature resolutions which are 

approximately 30 m and 0.1 K (sub-Fresnel) when observed by special receiving techniques on the 

ground (open loop). More than 800 atmospheric profiles were obtained enabling studies of the upper 

troposphere and mesosphere on a global scale.

The gradient of the refractive index of the atmosphere incrementally deflects the direction of propa-

gation, resulting in a curved propagation path. This means also that the Venus atmosphere acts as an 

optical lens and causes defocusing which can lead to a power loss of approximately 30 dB. To com-

pensate for the ray bending effect and to keep the radiating high gain antenna (HGA) in the proper 

direction the spacecraft attitude control system was programmed to perform specially tailored three 

axis manoeuvres at every occultation pass, optimising the RF power emitted by the HGA along the 

propagation path of the microwave ray. ISTA took over responsibility for providing ESA with the atti-

tude angles (quaternions) as function of time for these manoeuvres. If not done properly it would 

lead to an unacceptable degradation of the received signal power. The manoeuvres were carried out 

flawlessly from day one and assured the high quality of scientific return.

Also the quality of scientific data relied heavily on the accuracy of software simulation related to the 

prediction of the expected frequency shifts of the space experiments. This allowed for corrections of 

measured frequency deviations of the RF carrier for effects of special and general relativity, trajectory 

changes, signal propagation delays, solar wind and Earth ionosphere plasma effects, taking into  

account different reference time systems (UT vs. ephemeris Time). The residual frequency (measured 

Fig 2: Microwave ray path (S/C to Earth) in a radio occultation experiment.  

The measured frequency shifts at the Earth ground station together with a precise  

knowledge of state vectors of the Earth and spacecraft determine the bending 

αngle a of the ray path through the planetary atmosphere and the refractivity at  

periapsis carrying the information about the atmospheric temperature structure. 
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frequency minus non-atmospheric contributions) containing implicitly the desired information 

about the atmospheric parameters represented typically only a very small fraction of the above men-

tioned effects. The versatile dedicated software simulator (MATLAB/Simulink) was developed by ISTA 

to support both mission planning and data evaluation.

RESULTS

VERTICAL TEMPERATURE PROFILE

Fig. 3 shows a typical example of the vertical temperature structure of the middle atmosphere of 

Venus. The average sunlight input at the surface of Venus is 17 W/m2, representing only 3% of the 

total radiation input while the corresponding input on Earth is approximately 50%. However, heat 

cannot simply escape as radiation but is brought to the upper cloud level (tropopause) by convection 

along an approximately adiabatic temperature-pressure profile where it can radiate into space and 

back to the lower atmosphere and the planet surface causing the greenhouse effect. The difference 

between the actual surface temperature and the effective temperature of the planet without atmos-

phere is a measure of the greenhouse effect. On Venus it reaches approximately 500 K which is by far 

the highest on a terrestrial planet (Titov et al., 2007).

Fig 3:  

Height profile of Venus atmos-

pheric temperature measured by 

radio scientific instrument VeRa 

on ESA spacecraft Venus Express. 

The observed temperature lapse 

rate in the troposphere (~ 10 K/km) 

is nearly adiabatic. Three profiles 

calculated for different detectable 

upper boundary temperatures 

merge below 90 km, showing the 

strength of the data reduction 

technique in regions of higher 

density (Pätzold et al., 2007). 
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VEX could not verify in situ the high temperature of approximately 730 K near the surface  because 

the atmosphere is inaccessible to radio occultation at altitudes below approximately 32 km. It was 

however experimentally verified by earlier missions such as the Vega balloons and Venera landers as 

well as the Pioneer Venus entry probes.

Small-scale temperature fluctuations could be detected most of the time in the mesosphere altitude 

range of 62-75 km and were attributed to gravity (buoyancy) wave effects (Fig.6) or planetary wave 

effects (not shown). 

GLOBAL ATMOSPHERIC TEMPERATURE DISTRIBUTION

The global atmospheric temperature distribution of Venus measured by VeRa is shown in Fig. 4. As 

expected, a decrease in temperature with increasing latitude is found at altitudes < 62 km (tropos-

phere); at higher altitudes of > 70 km however temperature is increasing with latitude. In other 

words it is warmer at high latitudes than at equatorial latitudes! This cannot be explained by radia-

tion processes alone but is interpreted as an interaction of solar thermal tides with the zonal circula-

tion or as a result of the existence of a “thermally indirect” meridional circulation (Crisp and Titov, 

1997).

 

The decrease of temperatures in the altitude range of 55-67 km at 40° to - 80° latitude is called the 

cold collar or circumpolar collar. Its existence is still not fully explained. Considerable progress has 

been made however using a numerical global circulation model (GCM) (Ando et al., 2016) showing 

that the cold collar and warm polar regions are not independent but are connected via the residual 

mean meridional circulation intensified by the thermal tide. The phenomenon of these warm struc-

tures is also observed by infrared instruments (VIRTIS) known as hot dipole. They appear as time-

dependent double-eyed structures in both hemispheres rotating around the pole (polar vortex).

Fig 4:  
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GLOBAL ZONAL ATMOSPHERIC WINDS

As mentioned above the zonal wind distribution in the upper troposphere and in the mesosphere of 

Venus is in cyclostrophic balance between the equatorward component of the centrifugal force of 

the zonal motion and the poleward oriented meridional pressure gradient. Fig. 5 shows the wind 

distribution as determined by VeRa adjusted at the lower boundary by the values given by the cloud 

tracking method with the VIRTIS experiment at 1.74 μm. It presents the mid-latitude jet at approx. 

40° latitude with strong horizontal and vertical velocity gradients which are candidates for instabili-

ties, waves and turbulence, transporting momentum and heat in the atmosphere. 

GRAVITY (BUOYANCY) WAVES

VeRa discovered abundant gravity waves in the mesosphere (Tellmann et al. 2012). In their study 

Ando et al. (2015) showed that the gravity waves are dissipated by saturation as well as radiative 

damping and their power spectra can become saturated. This allows an estimate of the vertical eddy 

diffusion coefficient. The characteristic time for vertical diffusion is comparable to that of advective 

exchange implying that vertical diffusion plays a role as important as meridional circulation in the 

transport of energy, momentum and also various atmospheric constituents (tracers). 

A typical example of a gravity wave propagating in the mesosphere of Venus is shown in Fig. 6.

Fig 5:  
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ture profiles assuming 

cyclostrophic balance 

(Piccialli et al., 2012). 
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Fig 6: Buoyancy (gravity) waves derived from the measured VeRa vertical  

temperature profiles. a: Black: Observed raw profile; red: bandpass filtered profile 

with cut-off wavelengths of 1 and 4 km; b: Temperature perturbations extracted 

by subtracting the band-pass filtered profile from the observed raw temperature 

profile; c: Static stability S derived from a red curve (Tellmann et al., 2012). Data 

from 2006, DOY 200, 73.1 N latitude.

ROSETTA

INTRODUCTION

Comets are commonly regarded as carriers of original cosmic material already in existence at the 

time of the solar system’s formation. The complete composition of this material and the structural 

properties of a comet nucleus are still to be investigated. In the 1990s ESA defined a cornerstone 

mission for comet exploration. The mission was named Rosetta after the Rosetta stone discovered 

about 200 years ago which played a crucial role in deciphering Egyptian hieroglyphics. Rosetta was a 

first space probe designed to rendezvous with a comet at a great distance from the Sun, to follow the 

comet, orbit the nucleus on its way around the Sun, study its surface, its internal structure, composi-

tion, its outgassing properties and put a lander on its surface.

 

The comet selected was 67P/Churyumov-Gerasimenko discovered in 1969. It originated in the Kuiper 

belt, the storeroom of “small” objects in the solar system which played a part in the formation of the 

solar system but has not changed its material properties since. Studies of the solar system concluded 

that the comet had a close encounter with Jupiter in 1959 which changed its perihelion from 2.74 AU 

to presently 1.2 AU. Until recently comets were regarded as “dirty snowballs”; however measure-

ments with the Radio Science Investigation (RSI) experiment suggest that “icy dirtballs” might be a 

more appropriate characterisation. 

An industrial consortium consisting of more than 50 industrial companies from 15 European coun-

tries, Canada, Australia and the US was responsible for building Rosetta, with EADS Astrium Fried-

richshafen (now Airbus Defense and Space) taking the lead. DLR was assigned the task of developing 
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and building the lander Philae. The spacecraft was launched on 2 March 2004. More than 10 years 

later, on 12 November 2014, Philae landed on the surface of 67P. The Rosetta mission ended on 30 

September 2016 with the intended impact of the orbiter on the comet´s surface.

ISTA has been awarded the great responsibility of testing the RSI Instrument, planning the mission 

and analysing the data, the prime objectives being the use of the ultrastable RF carrier frequency to 

determine mass, density and structure of the nucleus as well as its surface properties. 

THE MISSION

Following a ten-year cruise the ESA spacecraft Rosetta arrived at comet 67P/Churyumov-Gerasimenko 

on 6 August 2014 and performed pyramid shaped trajectories around the comet until progressing 

into bound orbits in September 2014. Rosetta accompanied the comet during its perihelion phase 

before finally landing on the comet’s surface on 30 September 2016 (Fig. 7). In August 2016, prior to 

the landing, the height of the orbit was degraded steadily. Before the final touchdown sequence a 

series of elliptical orbits took the spacecraft ever closer to the comet.

One goal of the Rosetta mission to comet 67P/CG was to determine the global bulk parameters of the 

comet nucleus such as mass, density, gravity field, porosity and mass loss all of which are key para-

meters for assessing the internal structure, composition and formation. The distribution of its mass, 

e.g. mass inhomogeneity, is revealed by calculating a multipole representation of the gravity field. 

The potentially most precise method of a mass and gravity field determination is the Doppler tra-

cking of a spacecraft flying close to or orbiting the nucleus and using the coherent two-way RF link as 

shown in Fig.1.

The ISTA Institute of Bundeswehr University Munich developed its own precise orbit determination 

software tool to process and analyse Rosetta’s tracking data. The tool had been successful in Mars 

Express’ close flybys of the Mars moon Phobos (Andert et al, 2010) and Rosetta’s flyby of the Asteroid 

Lutetia (Pätzold, Andert et al., 2011).

RESULTS

MASS AND DENSITY OF THE NUCLEUS 

The  (RSI) experiment calculated the mass and the gravity field up to degree and order  two from data 

tracking during the first three months after the arrival in 2014 (Pätzold, Andert et al., 2016). Together 

with the volume of V = 18.56 ± 0.02 km3 derived from the shape model based on images from the 

OSIRIS camera (Preusker et al., 2017) the bulk density was computed as = 537.8 ± 0.6 kg/m3, by far 

the most precise determination of the bulk density of a comet nucleus to date. The nucleus’ dimen-

sion is approximately 4 km.
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The observed low bulk density suggests a porous nucleus body. The porosity range is defined and 

constrained by the observed bulk density, the density of amorphous ice and the material density of 

compacted dust matter (Fig. 8). For a range of compacted dust material density from 2000 to 3500 

kg/m3, the porosity varies from 65% to 79% when the dust-to-ice mass ratio for the nucleus body lies 

in the range of 3 to 7. Thus the nucleus is a highly porous very dusty body with very little ice (Pätzold 

and Andert et al., 2019). As mentioned above comets are generally referred to as “dirty snowballs” 

although “icy dirtballs” would be a better term for comet 67P.

After the perihelion passage of the comet the height of the orbit was degraded, enabling the Radio 

Science experiment to measure the mass of the comet again using tracking data from July to end of 

September 2016 (GC-3 in Fig. 7). With the new mass estimate, i.e. with the difference between the 

pre- and post-perihelion mass solution, it was possible for the first time to directly measure the total 

mass loss of a comet during its perihelion passage. The mass loss of the nucleus which was attribu-

ted to outgassing between August 2014 and September 2016 during the inbound leg, the perihelion 

passage and the outbound leg was found to be approximately 10 million tons, corresponding to 0.1% 

of the total mass.

Fig 7:  

Distance between Rosetta and 

the comet (red line) and between 

the comet and the Sun (blue line) 

during the entire mission from 

August 2014 to end of mission on 

30 September 2016. GC-1, GC-2 and 

GC-3 mark the times of the three 

performed gravity campaigns  

(Pätzold and Andert et al., 2019).
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Fig 8: 

The possible dust-to-ice 

mass ratios as function 

of porosity for selected 

dust material densities. 

For a range of com-

pacted dust material 

density from 2000 to 

3500 kg/m3, the poro-

sity varies from 65% to 

79% when the dust-to-

ice mass ratio for the 

nucleus body lies in the 

range of 3 to 7 (Pätzold, 

Andert, et al., 2019).

SURFACE PROPERTIES – BISTATIC RADAR EXPERIMENT 

Another objective of the Rosetta Radio Science Investigations was to determine the dielectric proper-

ties of the surface, small-scale roughness and rotational state of the nucleus of comet 67P/Chury-

umov-Gerasimenko (67P/C-G) from bistatic radar (BSR) measurements. The principle of bistatic radar 

experiments is shown in Fig. 9. The radio transmitter and high gain antenna (HGA) on the spacecraft 

beamed right-circularly polarized (RCP) radio signals at two wavelengths – 3.6 cm (X-Band) and 13 

cm (S-Band) – toward the nucleus surface. The reflected/scattered radiation was received by NASA’s 

70 m ground station Deep Space Network (DSN) on Earth where it was recorded coherently in both 

RCP and left-circular polarization (LCP) components.
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Fig 9: Rosetta principal BSR experiment configuration. As the spacecraft orbits its antenna is pointed  

at the predicted specular point where the angle of incidence equals the angle of reflection (), measured 

from local vertical. The resulting scattered signals are received on Earth in two frequencies and  

polarisations (Credits: Simpson et al., 2011 and ESA/Rosetta/MPS for OSIRIS Team). Dimension of the 

nucleus is approx. 4 km.

“First light” of this experiment was observed on 28 September 2014 (see Fig. 10).

Fig 10: 

“First light” BSR experiment at the comet 

67P/Churyumov-Gerasimenko: Power 

spectrum of the reflected X-band signal 

stabilized by USO (arbitrary units). The 

direct signal was triggered by a side lobe 

emitted from the spacecraft high gain an-

tenna (HGA) which reached the 70 m DSN 

ground station in Goldstone direct without 

interaction with the comet’s surface. The 

reflected signal was the result of the inter-

action of the main lobe with the surface 

and carried information about dielectric 

properties and surface roughness. Integ-

ration time 10 min. The distance comet to 

Earth was approximately 450 million km. 
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The width of the power spectrum of the reflected signal was determined by the contributions of the 

individual Doppler shifts caused by the different surface orientations of the facets responsible for 

the scattering/reflection. The offset in frequency between direct beam and scattered beam was 

caused by different Doppler shifts of both signals and depended on the rotation frequency of the 

cometary surface. The data show the excellent performance of the ultrastable oscillator (USO) which 

allowed a clean separation of both beams. 

Between late September and mid December 2014 six BSR experiments were conducted successfully 

at 67P/C-G. Such measurements had never been attempted before at such a small body in interpla-

netary space. The distances between the spacecraft and the comet varied from 10 km (September) 

to 30 km (December). The incident angles ranged from 42° to 56° and the distance comet to Earth 

was approximately 3 AU (approximately 450 million km). In five experiments the HGA footprint was 

close to the equator; on 29 November the footprint was close to the rotation axis (see Fig. 11). 

Both RCP and LCP echoes were detected on the X-band during the experiments. The echoes on 29 

November were strongest. Rosetta‘s USO provided the desired ultrastable reference frequency for 

transmission. Such stability was required because the direct and reflected signals were sometimes 

separated during the experiments by only a fraction of 1 Hz.

In general, at a planet, the surface dielectric constant for a known incidence angle and ratio of the 

recorded RCP and LCP signal powers can be directly obtained by applying the Fresnel equations. It is 

assumed that the illuminated area by the HGA beam on the surface is flat. This assumption is valid 

for bodies like Mars or Venus but due to the irregular shape of 67P (Fig. 11) this analysis approach 

cannot be applied. In order to account for the irregular shape ISTA has developed a sophisticated 

approach relying on a digital surface model consisting of 100,000 facets provided by OSIRIS. Promi-

sing first results about the dielectric properties of the comet have been obtained which are in agree-

ment with results of other instruments like CONSERT or SESAME. Because of the high complexity of 

the approach the analysis is still ongoing. 

Fig 11: The approximate footprint on the surface of 67P/Churyumov-Gerasimenko represented by the 

smaller rectangle (left figure) during the bistatic radar observation on 29 November 2014. The dashed 

lines indicate the comet body’s fixed frame (Credits: ESA/Rosetta/MPS for OSIRIS Team). 
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SUMMARY AND OUTLOOK 

Our contributions to both the exploration of planets and the exploration of very small bodies in the 

solar system such as comets have shown that RSI is an indispensable tool in interplanetary research. 

The combination of numerical modelling and experimental groups has provided a better understan-

ding of the complicated interplay of physical processes in planetary atmospheres. Venus will never-

theless keep its secrets unless the lower atmosphere and surface will have been explored with expe-

rimental means – an absolutely challenging task considering the crude environment. 

The Radio Science group has demonstrated that involvement of small university groups in internati-

onal programmes can be successful and is looking forward to future challenges. New technologies 

approaching realisation such as CubeSats, miniaturised atomic clocks and the use of crosslink con-

cepts need to be considered in future to provide new observation possibilities with improved spatial 

and temporal resolutions in planetary missions.
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EROSITA – A LIGHTHOUSE IN SPACE 
MADE IN BAVARIA

by

Peter Predehl
eROSITA Principal Investigator, Max-Planck-Institute for 
Extraterrestrial Physics
German Lead Scientist, Spectrum-Roentgen-Gamma

ABSTRACT

On the occasion of the aerospace fair MAKS in Moscow in August 2009 Russia’s and Germany’s space 

agencies, Roscosmos and German Aerospace Center (DLR), signed an agreement for a joint scientific 

space project named “Spectrum-Roentgen-Gamma” (Спектр-РГ, SRG). Discussions between the 

Max Planck Institute for Extraterrestrial Physics (MPE) in Garching and the Space Research Institute 

(IKI) in Moscow regarding the technical concept and the scientific objectives had begun a few years 

earlier however. We have devised SRG as an astronomical observatory with the primary goal of carry-

ing out a complete survey of the sky in the X-ray range, similar to that of the very successful German 

mission ROSAT 30 years ago, now however with considerably greater sensitivity. Based on more than 

40 years of experience in X-ray astronomy and paired with technical expertise MPE took the lead in 

developing the X-ray telescope eROSITA (extended ROentgen Survey with an Imaging Telescope  

Array), the German contribution to SRG. eROSITA’s design and its mission have been inspired by the 

goal to determine cosmological parameters primarily those of the enigmatic Dark Energy which  

drives the Universe apart.

eROSITA comprising more than 800 kg of cutting edge technology made in Bavaria makes the SRG 

project Russia’s and Germany’s largest and most important bilateral scientific space project yet. After 

more than ten years of development the SRG mission went into orbit on 13 July 2019 with a Proton-M 

heavy launcher from Baikonur Cosmodrome in Kasakhstan. Three months later, it reached its final 

destination, an orbit around the Lagrange point L2 (one of several “equilibrium” points in the rotating 

Sun-Earth system), 1.5 million km in anti-sun direction. The first results of a performance verification 

phase demonstrated eROSITA’s outstanding performance and showed that the mission’s envisaged 

scientific goals could be achieved. Together with the excellent properties and behaviour of the Russian 
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spacecraft, SRG/eROSITA now plays a leading role in space astronomy and is at eye level with the two 

major X-ray missions Chandra (NASA) and XMM-Newton (ESA). 

MISSION AND OPERATION

SRG is based on Navigator, a standard spacecraft platform developed by Lavochkin Association (NPOL1), 

which has been used in modified versions for the scientific mission Radioastron (HEO, launched in 

2011) and the geostationary weather satellites Elektro-L 1-3 (last launch in December 2019). In addi-

tion to eROSITA the main payload instrument ART-XC developed by IKI complements eROSITA in 

terms of higher X-ray energies. 

Originally planned for a launch with Zenit and the upper stage Fregat, Roscosmos decided in late 

2016 to switch to the much more powerful Proton-M with the upper stage BLOK DM-03 because the 

support for the (Ukrainian) Zenit rocket was no longer guaranteed due to the outbreak of the Ukraine 

conflict. The advantage for the mission being the larger fuel supply which allows for a longer mission 

duration.

SRG’s elliptical halo orbit around L2 has a semi major axis of about 800,000 km within the ecliptic 

and about 400,000 km perpendicular to the ecliptic plane with an orbit time of 180 days (Fig. 1).

1 NPOL, = Научно Производственное Объединение им. С. А. Лавочкина = Scientific Production Association, 

named after S.A. Lavochkin

Fig 1: Mission scenario with SRG orbiting L2, the Lagrange point 1.5 million km in anti-sun direction.
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During the survey phase which has started on 8 December 2019 SRG has rotated continuously 

around an axis pointing towards the sun, one revolution per four hours. eROSITA is thus surveying 

the sky in great circles. While the Earth and L2 are orbiting the Sun, these circles move around an axis 

which is defined by the ecliptic poles, the circles moving on 1° per day at the ecliptic equator and 

overlapping around the ecliptic poles. After six months the scan of the sky will be complete. This 

procedure will be repeated eight times (= four years). Individual observations are to be performed 

thereafter, depending on the mission’s lifetime. The exact orientation of the rotation axis is driven by 

a sun angle constraint (±13°), the antenna cone (24°) and the maximum allowed separation of Earth 

and Sun at apo- and pericenter of the orbit. Another constraint is caused by the launch windows. 

During summer when L2 is low (in opposition to the Sun) Russian ground antennas have somewhat 

limited reception due to their northern latitude. Therefore the SRG’s orbit must not go below L2  

during summer.

Ground contact is scheduled once per day to Ussurijsk near Wladiwostok and Bear Lakes near 

Moscow which are standard stations for telecommanding, telemetry and download of scientific data 

requiring a 70 m ground antenna class. An additional station in Baikonur is used for telecommanding 

and telemetry. eROSITA data and telecommands are streamed to/from MPE via IKI from/to mission 

control operated by NPOL. eROSITA is operated on a 24/7 basis from its operation control centre at 

MPE in Garching, Germany. All control command data are consolidated at this centre and sent to 

mission control. Scientific data are received in real time during ground contact and fed directly into 

the analysis system pipeline. eROSITA generates a daily data volume of more than 400 Mbyte. 

THE INSTRUMENT

eROSITA consists of seven identical co-aligned X-ray telescopes housed on a common optical bench. 

The telescope’s structure is a system of carbon fibre honeycomb panels connecting the seven mirror 

modules on one side and associated seven cameras on the other side. A hexapod structure forms the 

mechanical interface to the S/C platform (Fig. 2). 

Fig 2: Complete eROSITA telescope during preparation 

for thermal testing at IABG. The telescope is 3.5 m tall 

(launch configuration) and 1.9 m wide, weighing 810 kg.
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2 HEW = Half Energy Width, the circular area which contains half of the total intensity of a point source image;  

for X-ray telescopes the typical measure for angular resolution.

3keV = kilo electron volt, typical energy of soft X-ray photons.

Fig 3: eROSITA’s front view with seven X-ray mirror assemblies: Wolter Type-1 mirrors with 54 nested 

shells each and an X-ray baffle in front.

Each of the mirror modules comprises 54 paraboloid/hyperboloid mirror shells (Wolter Type-1 geo-

metry) with an outer diameter of 360 mm and a common focal length of 1,600 mm (Fig. 3). The  

on-axis resolution of all mirror modules is around 16 arc seconds HEW2 at 1.5 keV3 .

The geometry of a Wolter Type-1 mirror system cannot prevent photons from X-ray sources outside 

the field of view reaching the camera by single reflection on the hyperboloid. These unwanted pho-

tons increase the background and can be suppressed only by an X-ray baffle in front of the mirror 

module. The baffles consist of 54 concentric Invar cylinders mounted on spider wheels and precisely 

matching the footprint of the parabola entrance of each mirror shell. Magnetic electron deflectors 

behind the mirrors help reduce the background due to low energy cosmic-ray electrons. Each mirror 

system has a pn-CCD camera at its focal point (384 x 384 pixels on an image area of 28.8 mm x 28.8 

mm, field of view of 1.03° diameter). The 384 channels are read out in parallel using special ASICs 

(CAMEX). eROSITA’s nominal integration time is 50 msec. The CCDs are protected from proton radia-

tion by means of massive copper shielding (Fig. 4).

©
 M

PE



45

MUNICH AEROSPACE REPORT

Fig 4: eROSITA’s rear view with seven cameras, heat pipe system, electronics, harness, etc.

Fluorescence X-ray radiation generated by cosmic particles is minimized by a graded shield consis-

ting of aluminium, beryllium and boron carbide. For calibration purposes each camera has its own 

filter wheel with a radioactive Fe55 source and an aluminium/titanium target providing three spec-

tral lines at 5.9 keV (Mn-Kα), 4.5 keV (Ti-Kα) and 1.5 keV (Al-Kα). The CCDs have to be cooled down to 

an operating temperature of -90 °C by means of passive elements (heat pipes and radiators). The 

electronics for on-board processing of camera data and controlling the entire instrument are housed 

in ten individual electronics boxes containing 61 large printed circuit boards in total with more than 

30,000 radhard electronics components. Two (redundant) star trackers are mounted on eROSITA for 

accurate boresight. The approximate dimensions of the telescope structure are: 1.9 m in diameter 

x 3.2 m in height. eROSITA weighs 810 kg in total; its power consumption is about 500 Watts.

A ground software system for data analysis has been developed in parallel to the instrument’s hard-

ware. It consists primarily of two packages: the Near Real Time Analysis (NRTA) developed under the 

leadership of University of Erlangen-Nuremberg and the Standard Analysis Software System (eSASS) 

developed under the leadership of MPE. NRTA is used primarily for health-checking the telescope and 

fast data analysis immediately after download in order to detect transient events. The eSASS is the 

pipeline machine for producing calibrated photon event files. It also performs source detections,  

generates spectra and light curves. The eSASS’s end product comprises various source catalogues. 

The development of eSASS has benefited from MPE’s experience with ROSAT and XMM-Newton.

SCIENCE AND INITIAL RESULTS

eROSITA’s scientific goals have resulted from knowledge of the accelerated expansion of the universe 

discovered at the turn of the millennium. We hope to see up to 100,000 galaxy clusters, determining 
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their masses and distances. Galaxy clusters consist of thousands of individual galaxies embedded in 

gas clouds with temperatures up to 100 million degrees. Interestingly enough, the mass of all gala-

xies combined represents only a small fraction of a gas cloud and both, galaxies and gas clouds to-

gether, correspond to 20% of the total mass of the cluster only. The greatest part of the gas cloud 

consists of Dark Matter of which we know almost nothing apart from the gravity it exerts. The evo-

lution of these cosmic giant structures is dominated by gravitation (i.e. Dark Matter) while their large 

scale distribution depends on the geometry of the universe. This is where Dark Energy comes in, 

which is widely believed to explain the accelerated expansion of the universe and which outweighs 

all other forms of energy and matter in the cosmos.

Discovering galaxy clusters is relatively easy in the X-ray range of the electromagnetic spectrum  

because we only have to distinguish the extended object of a hot gas cloud from point-like objects 

(stars and AGN4). Many individual galaxies found in optical observations must be assigned to com-

mon clusters first, sometimes resulting in a problem of, as the saying goes, no longer seeing the 

wood for the trees. Since we see galaxy clusters up to distances of 6-8 billion light years we can deter-

mine their distribution far back in time. This allows us to derive cosmological parameters needed to 

limit the nature of Dark Energy. X-ray observations of galaxy clusters thus allow insights into the 

expansion rate of the universe, the proportion of visible matter and the amplitude of the primordial 

fluctuations just after the Big Bang, the origin of the galaxy clusters and the entire structure in the 

universe.

A complete survey of the sky has of course great potential for discovery of all kinds of other X-ray 

sources. Based on the experience with ROSAT we might be the first to discover comets which – des-

pite their low temperature – are surprisingly bright X-ray emitters. We expect to find about 700,000 

X-ray stars. ROSAT was a “soft” telescope; many supernova remnants may have been overlooked  

because of thick clouds of gas and dust obscuring the view. It is in this field in particular that we will 

be able to exploit eROSITA’s full potential. Last but not least we expect to measure and map more 

than three million supermassive black holes in the centres of distant galaxies. Apart from examining 

the physics of such exotic objects this will also help us to answer cosmological questions, e.g. how do 

supermassive black holes grow over cosmic time. 

4 AGN = Active Galactic Nuclei; these are the supermassive Black Holes which reside in probably all galaxies,  

but are often extremely bright, even brighter than the rest of their host galaxy (also Quasars).
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Fig 5: The “official” First Light, the Large Magellanic Cloud, captured by eROSITA, showing  

SN1987a in the centre together with various other and older supernova remnants,  

hot gas surrounding everything. Point sources are either foreground stars or supermassive  

black holes in the background at cosmological distances.

First Light is the special moment when the sky is seen through a telescope for the first time. Usually 

First Light does not have a high scientific significance. One just looks for known or spectacular ob-

jects. In case of eROSITA there was a historical reason since the Large Magellanic Cloud (LMC) was 

chosen as First Light for both ROSAT in 1990 and XMM-Newton in 2000 (Fig. 5). The diffuse structures 

in the image of the LMC reflect the distribution of hot gas at temperatures of a few million degrees. 

Remains of supernova explosions are seen as compact, nebulous structures. The youngest is in the 

centre of the image and comes from the supernova explosion of a star in 1987. Observations with 

eROSITA show that this source is slowly becoming weaker, while the shock wave of the star explosi-

on, visible to the naked eye in 1987, continues to expand into the interstellar medium. A variety of 

other sources in LMC itself, foreground stars from our home galaxy or distant active galactic nuclei 

can also be seen. The „white dove“ at the lower left edge of the image is the extremely bright, point-

shaped X-ray source LMC X1 which we had deliberately placed just outside the field of view when 

aligning the telescope. We wanted to determine the influence of technically unavoidable scattered 

radiation from such bright sources. These are the barely visible rings emanating from bright sources 

just outside the field of view. The relatively low background generated by cosmic rays makes the dif-

fuse structures appear very rich in contrast.

Although not yet fully calibrated, initial results show that our instrument’s performance parameters 

specified more than ten years ago are all within predefined limits.
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MANAGEMENT AND EXPERIENCE

MPE is the scientific institute responsible for the project and provides the Principal Investigator. MPE 

was also in charge of the design of the instrument, most of its manufacturing, its complete assem-

bly, integration and testing. After the shipment of eROSITA to Russia in January 2017 MPE participa-

ted as the responsible institution in all system testing at Lavochkin Association. The prospect of this 

project being run in cooperation with Russia in politically uncertain times prevented our industrial 

partners from taking on full system responsibility. It fell to MPE to accept this role.  The cooperation 

of a scientific institute with a Russian space company was initially quite a challenge. Many books and 

essays have been dealing with differences of mentality and culture of Germany and Russia, giving 

advice on how to handle such relationships. According to our experience they may all have to  

re-written. Apart from cultural differences we had to acquaint ourselves with Russian space proce-

dures which, in certain areas, differ greatly from our NASA/ESA-driven knowledge. Our Russian colle-

agues probably encountered similar challenges in dealing with us. Nevertheless, it has always been 

a most friendly cooperation and our Russian partners were always exceptionally helpful.

PARTNERS AND ACKNOWLEDGEMENTS

This project required an extraordinary amount of endurance and was on the brink of collapsing seve-

ral times and for different reasons. Our heartfelt thanks go therefore to everyone who kept us going. 

Above all to DLR who continued funding us even during critical periods when technical problems 

were close to becoming show stoppers for the entire mission. eROSITA is funded almost equally by 

DLR and the Max Planck Society. Thank you also to our project partners in science and industry. The 

university institutes in Hamburg, Tübingen, Erlangen-Nuremberg and the Leibniz Institute for Astro-

physics in Potsdam contributed directly to eROSITA’s development – primarily to scientific data ana-

lysis and mission planning. Institutes of the Ludwig-Maximilians-University (LMU) Munich and the 

University of Bonn helped to prepare for the scientific work. We are also grateful to our partner insti-

tute IKI in Moscow and to NPOL in Khimky near Moscow whose teams have cooperated with us 

closely and amicably on technical issues in the past during the ten years of development as well as 

today during eROSITA’s operation.

We wish to mention some of the many industrial companies all over Europe who contributed to 

bringing the telescope into existence:

Media Lario SrL/I (mirror modules), IABG/Ottobrunn (testing), Kayser-Threde/Munich (mMirror  

mechanics), RUAG/A (cover mechanism), pnSensor (pnCCD)/Munich, HPS/Munich (thermal insulation), 

Invent/Braunschweig (telescope structure), IberoSpacio/E (standard heat pipes), Carl Zeiss/Ober- 

kochen (inner mirror mandrels), Tecnotron/Weißensberg (PCBs), Ingenieurbüro Eder/Tandern (system 

engineering), MBM/Mühldorf (eROSITA transport container), Laserjob/Fürstenfeldbruck (X-ray baffle 

parts), Feckl/Forstern (mirror mechanics), bräuninger&konstruktionen (mMirror transport container 

and others), Airbus/Ottobrunn (contamination control), Airbus/F (star trackers).
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During the many years of development more than 50 so-called full-time equivalents (FTEs) had 

worked at MPE. After the successful launch the number has decreased to about 15 people keeping 

eROSITA in operation. On the other hand, more than ten scientists at MPE alone, over one hundred 

scientists in all of Germany and about 150 scientists worldwide are currently engaged analysing 

eROSITA’s scientific data. To all of you: thank you for a great job done!
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ABSTRACT

The International Space Station (ISS) is the outpost of mankind in low-Earth orbit, and has been per-

manently manned by three to six astronauts since the end of 2000. It is the world’s biggest interna-

tional project yet, bringing together partners from Russia, America, Europe, Japan and Canada. It was 

built following a political decision after the Cold War and provides a platform for fundamental  

research in life and physical sciences, for Earth observation and astronomy. Recently it became the 

platform for preparing the next steps in the quest for longer deep-space manned missions to the 

Moon and Mars.

PK-4 is an active laboratory for fundamental research in the field of complex plasmas and part of the 

European Columbus Module. The project is a bilateral European-Russian collaboration. Scientists 

from Europe, Russia and also other nations worldwide benefit from this project. They participate in 

experiments, the analysis of resulting data and contribute to theoretical and numerical modelling. 

Experiments with PK-4 are carried out in frequent campaigns on the ISS. In 2019 three such cam-

paigns totalling 12 experiment days were performed, producing about 9 TB of high quality scientific 

data. 

German Aerospace Center (DLR)
Institute of Materials Physics 
in Space
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Fig 1: The International Space Station (ISS) outpost of humankind in space. 

COMPLEX PLASMA RESEARCH 

Complex plasma research is quite a young field that evolved with the discovery of crystalline structures 

in laboratory dusty plasmas in 1994. It combines all four states of matter – solid, liquid, gaseous and 

plasma – opening up a very broad field of interdisciplinary research. Complex plasmas consist of 

micrometer-sized particles embedded in ionized gas. These systems make up a new form of soft 

matter the study of which is interesting in itself. Under some conditions, on the other hand, complex 

plasmas can be regarded as classical model systems of fluids and solids offering insights into the 

dynamics of these systems on the individual particle level with the microparticles in complex plas-

mas acting as proxy atoms. Complex plasmas thus provide a new experimental approach for funda-

mental studies of strong coupling phenomena. In nature as well as in man-made plasmas dust can 

appear naturally, forming so called “dusty plasmas”. Fundamental knowledge gained from complex 

plasma research is easily transferrable.

Plasma is a (partially) ionized gas with free electrons and ions. 99% of the visible matter of the uni-

verse is in the plasma state. It can be found for example in the interior of stars, in star forming regi-

ons, interstellar clouds or the atmospheres of planets. Thus Earth has a (plasma)-ionosphere a few 

hundred kilometres deep formed due to the interaction of charged solar wind particles and UV/X-ray 

photons from the Sun with the gas in the upper atmosphere. This region filters the Sun’s life-destro-

ying rays and reflects radio signals, making long-distance communication possible.

©
 N

A
SA



53

MUNICH AEROSPACE REPORT

Looking at the natural occurrence of plasmas it is obvious that the plasma state covers a very broad 

parameter range in charged particle number density (electrons and ions) and temperature (Fig. 2). 

There are very low-density and low-temperature plasmas like Earth’s aurora but also very hot and 

dense plasmas like the interior of the stars. 

Since plasma is ubiquitous in our universe it also interacts with the other states of matter, e.g. in star 

or planet forming regions, supernova outbursts, or on airless bodies like our Moon. In most cases this 

matter appears in the form of solid dust particles from nanometre to centimetre sizes. The dust is 

charged by the plasma components through direct collection of electrons/ions on its surface or indi-

rectly by secondary electron emission. 

Basic processes of dusty plasmas like charging of dust particles, their levitation and trapping in plasma 

and their transport are investigated in laboratory experiments complemented with theoretical and 

numerical models. This is important to understand for example the levitation and transport of dust 

clouds over the Moon. This dusty plasma was first observed by the Surveyor lander missions as hori-

zon glow (Fig. 3).
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Fig 3: The Moon‘s horizon glow, a dusty 

plasma effect leading to transport of dust 

without wind.
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In natural dusty plasmas the dust can have any shape and size, making the interaction with the plasma 

very hard to predict. Complex plasmas are man-made dusty plasmas where the properties of dust 

are well defined. In most cases monodisperse, spherical particles of micrometre sizes, so-called  

microparticles, are used. Only then can the interaction of neighbouring microparticles lead to strong 

coupling, showing fluid and even solid-like behaviour. 

The fundamental properties of complex plasmas are: 

-  Observation of individual particles (proxy atoms) in solid and liquid phases  

on the most fundamental, the kinetic level.

-  Large mass of particles slows down the processes and enables easy observations  

with state of the art optical diagnostics.

-  Classical interaction due to screened Coulomb interaction – quantum effects are negligible.

-  Large distance between neighbouring particles allows easy three-dimensional  

measurement of particle positions and trajectories.

-  Low damping of microparticle motion in the background gas/plasma allows the  

investigation of virtually undamped processes. 
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These properties make complex plasmas a perfect classical condensed matter system, ideal for a new 

approach to studying generic and scale-invariant processes like melting or crystallisation. 

Besides the positive effect of slowing down processes under investigation the large mass of the  

microparticles – many billions of times heavier than atoms - has a very important drawback: gravity 

influences the microparticles. The complex plasma therefore needs gravity compensating forces on 

Earth or microgravity conditions.

Only under microgravity conditions can large, three-dimensional complex plasma systems be for-

med and investigated. This was realised from the beginning and such volume-force free experiments 

have supplemented the research under gravity conditions since 1996. First short-term parabolic 

flight experiments have been performed followed with two sounding rockets in 1996 and 1998. The 

resulting six minute long microgravity conditions allowed a glimpse of the new experimental area. 

The results paved the way for the long-term laboratories PKE-Nefedov and PK-3 Plus on the Russian 

segment of the ISS, operational from 2001 to 2005 and from 2006 to 2013, respectively. 

The results from these two ISS labs were printed in over 100 scientific publications, covering basic 

topics like charging or de-charging of microparticles in plasma, the ion drag force or the agglomera-

tion of positively and negatively charged microparticles, processes from fluid and solid state physics 

like crystallisation and melting of 3-dimensional complex plasmas, string formation in electrorheo-

logical plasmas, wave and shock wave propagation in liquid systems, lane formation and phase sepa-

ration in binary mixtures consisting of two different particle sizes etc.

Fig 4: Cosmonaut Elena Serova installing 

the PK-4 experiment container in the Euro-

pean Physiology Module of the Columbus 

Laboratory of the ISS in November 2014 

(top). Cosmonaut Alexander Skvortsov 

performing an experiment with PK-4 on 

the ISS in November 2019 (bottom) 
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PK-4 LABORATORY SET-UP AND RESULTS

PK-4 is the follow-up laboratory on the ISS installed in the European Columbus module in November 

2014 (Fig. 4, top). The lab was designed and built at the Max Planck Institute for Extraterrestrial Physics 

in Garching, Germany, in cooperation with OHB-Munich (former Kayser-Threde GmbH) as prime con-

tractor for ESA. PK-4 is operated as a multi-user and multi-purpose facility by a core team of scientists 

from the Joint Institute of High Temperatures of the Russian Academy of Sciences and the DLR Insti-

tute of Materials Physics in Space at its Oberpfaffenhofen site. It is open to a worldwide community 

of more than 60 scientists performing basic and dedicated experiments. 

PK-4 allows the study of a broad portfolio of phenomena in classical condensed matter and plasma 

physics. The main interest lies in the investigation of the liquid phase (Fig. 6) and flow phenomena of 

complex plasmas for which PK-4 is especially suited thanks to a DC-discharge and its geometry (elon-

gated glass tube with a large observational access as shown in Fig. 5).

The experiments can be divided into three classes of fundamental questions:

1.  Microscopic properties of complex plasmas: This category comprises charging  

of the particles, external forces on the particles (e.g. ion drag), fundamental interactions 

between the particles, agglomeration, and particle growth.

2.  Macroscopic properties of complex plasmas: Part of this category are hydrodynamics 

(e.g. viscosity), thermodynamics (e.g. equation of state) and non-equilibriums aspects  

(e.g. lane formation, self-organisation) of complex plasmas.

3.  Generic properties of classical many-body systems: Studying various problems  

of strongly coupled many-body systems in solid state physics, fluid physics,  

plasma physics, nanotechnology and even fusion physics.

The setup is specially designed to fulfil the goals mentioned above. Therefore the heart of the expe-

riment is a dc-discharge tube as shown in Fig. 5. Typical images are shown in Fig. 6. 
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Fig 5: Schematic of the PK-4 experiment. The main working area occupies about 200 mm along the  

middle part of the 30 mm diameter glass plasma tube. Six microparticle dispensers (D1-D6) are mounted  

on the two side tubes. Each of the side tubes has an electrode on its edge. Between these electrodes the  

dc discharge can be ignited (the image insert shows the purple glow of a combined dc and rf discharge in 

argon gas). The working area of the plasma chamber is illuminated by a laser sheet and observed by the  

two particle observation (PO) cameras. Both cameras can be moved along as well as across the plasma  

chamber axis. Several manipulation devices may be used to manipulate the microparticles in the working  

area. Among them – stationary and movable – rf coils, thermal manipulator, manipulation laser (Fig. 6),  

electric manipulation (EM) electrode. Adapted from [3].

Fig 6: Video images of a cloud of 3.38 μm diameter microparticles (a) without the influence of the manipulation 

laser and (b) under the influence of the manipulation laser. The manipulation laser obviously creates a flow of 

microparticles inside the cloud. Adapted from [3].

PK-4 has been operational since 2015 but due to a leakage in the gas flow system that increased over 

the years and disturbed the microgravity conditions the full experimental programme could only be 

started after refurbishment of the flight module in July 2018. The lab has since been utilised regularly, 

performing three experimental campaigns per year, controlled from the control centre CADMOS 

based in Toulouse, France. The experimental runs are controlled from the ground station via telescience 
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with direct connection to the flight module where the cosmonaut on the ISS supports the progress 

of the experiment; crew time is one of the Russian contributions to the joint ESA-ROSCOSMOS PK-4 

programme. As the time delay between sending and receiving commands to/from the ISS is about 

10 seconds cosmonauts assist the ground crew in running experiments, particularly so when prompt 

intervention becomes necessary.  Processes like trapping of flowing particle clouds can only be cont-

rolled directly by the ISS crew (Fig. 4, bottom).

Results from the PK-4 laboratory have already been published in a series of papers [3-12] and cover 

description of the instrument [3], fundamental measurements like charges on microparticles [12], 

waves and instabilities [5, 7-9], special data analysis techniques dedicated to PK-4 [4, 11] and other 

topics [6, 10].

One aspect of the interaction of a dense microparticle cloud with surrounding plasma is the appea-

rance of dust density waves as shown in Fig. 7, left. While a gas flow was continuously passing the 

microparticle cloud the response of the wave behaviour by the change in direction of the electric 

field was investigated [7, 9]. Following the waves over time, especially during the electric field rever-

sal, has led to the following observations: 1. The direction of the wave propagation does not change 

after the polarity reversal, most probably driven by the gas flow; 2. waves exhibit large amplitudes 

and bifurcations, leading either to the birth or death of wave crests (Fig. 7, right, space-time plot). 

Dust density waves are supposed to be excited as a consequence of the ion-streaming instability 

associated with the electric field. Here we have measured the influence of a weak gas flow on the 

wave structure and propagation.

Fig 7: Left: Original images of self-excited waves before (upper) and after polarity reversal (lower). 

Right: Spatiotemporal pattern of the image intensity, corresponding to wave crests, constructed 

using the original images. The polarity reversal (at dashed line t=0) leads to an easily visible change 

in slope of the wave crests. Adapted from [7].
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One of the recent highlights of the research with PK-4 concerns investigation of phase transition 

from an isotropic fluid to a so-called string fluid well known from electrorheological fluids. The tran-

sition is initiated by applying an alternating electric field. Due to dipole interactions the particles 

align along the tube axis, forming the strings shown in Fig. 8. With the help of PK-4, it was possible 

for the first time to observe the development of this transition on the basis of the three-dimensional 

distribution of the microparticles. This result will be published soon.

SUMMARY AND OUTLOOK

PK-4 operation has been guaranteed until end of 2022. This will allow the scientific community to 

finalise the full programme as planned. The timescale will even allow for reactions to unexpected 

results trying out ideas for new experiments. Every phenomenon observed under microgravity con-

ditions adds new insights into the physics of complex plasmas and therefore enhances textbook 

knowledge on the future of complex plasma physics, natural dusty plasmas, plasma physics in gene-

ral, classical condensed matter physics and multiple-particle physics. 

In addition to the increase in fundamental knowledge in the field of physics, the technical know-how 

gained through the design, building and operation of the space plasma laboratories may be of great 

importance. This know-how has, for example, been made available to the new and fast growing field 

of plasma medicine. This field in particular has benefited from the necessity to miniaturise and func-

tionalize large ground-based laboratories requiring particular attention to crew safety in manned 

space flight. It has helped optimise cold atmospheric plasma (CAP) sources for hygiene and medicine 

[13]. As a result of this knowledge transfer from space to ground applications, the involved scientists 

were able to perform the first clinical study worldwide using CAP in plasma medicine. It was an  

important milestone for this interdisciplinary research, connecting plasma physics and plasma che-

mistry with microbiology and medicine.

Acknowledgements: All authors greatly acknowledge the joint ESA-ROSCOSMOS experiment  

“Plasma Kristall-4” on-board the International Space Station.

Fig 8: Formation of long string fluids in an alternating electric field. Central  

axial view of the microparticle cloud illuminated with a thin sheet of laser light.
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ABSTRACT

Bavaria today hosts some 160 space actors, covering the full range of assets:

-  Top science universities and institutes, R&D companies and fully operational  

technology and application services;

- public institutions, large system integrators, service providers and numerous SMEs;

-  operational entities and start-ups with both evolutionary and innovative-disruptive 

 technical and business concepts and models.

Some 70 Bavarian space actors are thematically focused on Earth Observation (EO). Including final 

users of EO information, the community is even larger as many Bavarian entities in forestry, land-

monitoring, agriculture and insurance as well as planning and mapping agencies, national parks etc. 

are using EO data from space for geo-information management.

Several thematic space and EO clusters and working groups exist in Bavaria which regularly share 

information and support co-operation nationally and with the ESA and the EU. All in all, Bavaria is 

home to a trove of expertise and valuable space technology and information. 

The space business (“New Space”) is continuously and rapidly evolving alongside existing megat-

rends. The evolving priorities of space programmes recently discussed at the ESA’s Space 19+ Minis-

terial Conference are to be further consolidated in 2020 through the space elements of the EC Hori-

zon Europe Programme.

The following four chapters of this paper focus primarily on ESA Earth Observation issues, providing 

a discussion of the impact and opportunities stemming from ESA and EU plans as well as overall 

trends (including digitalisation, climate and industry 4.0) and opportunities in 2020 for the aforesaid 

space actors in Bavaria.
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INTRODUCTION

Now that “Google Earth” has become widely used, Earth Observation (EO) data from satellites are 

part of everyday life. Since the first operational EO satellite programmes (e.g. Landsat, Spot) were 

launched in the 1970s, more than 1,000 Earth Observation satellites1 with a broad variety of instru-

ments have been put into orbit. The number of spacefaring nations today is nearing 80 and EO satel-

lites are managed and operated not only by space agencies but also by scientific institutions and 

commercial companies.

The European Space Agency’s (ESA) Earth Observation programme consists of satellites and instru-

ments that take all kinds of environmental measurements for use in scientific applications for land, 

sea, ice and the atmosphere.

These European EO programmes are complemented by national programmes and missions of such 

countries as Germany, France, Italy, Spain and the United Kingdom. EO satellites in both low-Earth 

and geostationary orbit have become routine monitoring tools used in Earth science and environ-

mental services.

In 2019, EO satellite data was used more than ever in order to monitor and manage the recent bush-

fires in Australia and gauge changes in sea ice, sea level and temperature and monitor flooding, algae 

blooms, topography, forestry and agriculture and volcanos among many other applications.

1In distinction from telecommunications, navigation and defence observation satellites.

Fig. 1: ESA Earth Observation Missions

ESA-Developed earth observation missions

Science Copernicus Meteorology
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Fig 2: Recent ESA publications on Earth Observation applications,  

(http://www.esa.int/Applications/Observing_the_Earth)

APPLICATIONS APPLICATIONS APPLICATIONS

Floods in northern Italy Bushfires rage in Australia Smoke in New South Wales

APPLICATIONS

APPLICATIONS

APPLICATIONS

Baltic blooms

Methane leak visible from space

CryoSat maps ice shelf
on the move

Fig. 3:  

Berlin battles heatwave, 

Sentinel 2, http://www.esa.int/

Applications/ 

Observing_the_Earth
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SPACE 19+ 

ESA MINISTERIAL CONFERENCE

November 2019 saw the highly successful ESA Ministerial Conference at which the ESA Member 

States and Cooperating States adopted the largest-ever space budget of 14.4 billion euros. These 

programmes will be implemented over the coming three years in line with ESA return rules. Germany 

as biggest contributor (3.3 billion euros = 22.9%), will thus derive the most industrial return. 

ESA EARTH OBSERVATION PROGRAMMES 2020–2023

At this Ministerial Conference, ESA Member States recognised that Earth Observation has become 

an everyday information source in many domains such as meteorology, agriculture, fisheries, health, 

urban planning, ship routing, disaster management, civil security and international development 

aid, as well as in pursuit of the United Nations Sustainable Development Goals (UN-SDG). It was also 

recognised that Earth Observation is among the fastest evolving commercial domains in space and 

support was expressed for the three programme elements: “Future EO”, “Operational EO” (meteo-

rological missions and Copernicus, with six new sentinel missions) and “Customised EO”, including 

activities proposed by specific partners. These include individual Member States, industry, the World 

Bank and the Asian Development Bank. Additionally, the InCubed programme develops new business 

opportunities for industry through a co-funded partnership between the private sector and the ESA.

ESA’s EO programmes saw record support and subscription from Member states at a total of 2,594 

million euros for the next three years. These ESA Earth Observation activities will additionally benefit 

from the ESA’s basic activities (Technology and Earthnet) and from the four Artes elements for deve-

loping new space-enabled applications and services.

Copernicus 4.0 will address both the operational continuity of observations by current sentinels and 

new requirements for missions beyond the capabilities of the existing sentinel series. 

Fig 4: ESA Earth 

Observation 

Programmes Nov. 

2019

Customised EO Operational EO

InCubed+

GDA ARCTIC
WEATHER
SATELLITE

ALTIUS

COPERNICUS
4.0

TRUTHS

Basic Activities

METEOROLOGY

2020 – 2024

BRD  10 Mio. €
ITA  5 Mio. €
SPA  5 Mio. € 

2020 – 2028

BRD  519 Mio. €
ITA  370 Mio. €
FRA  170 Mio. €
SPA  170 Mio. € 

2020 – 2024

BRD  15 Mio. €
ITA  15 Mio. €

2020 – 2025

BRD  7,5 Mio. €
SWE  15 Mio. €
FRA  7,5 Mio. € 

ESA EO Programmes

2020 – 2022

BRD  170 Mio. €
ITA  105 Mio. €
GBR  52 Mio. €
ITA  50 Mio. € 
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Space19+ Outcomes for Earth Observation

Programme Proposed (M€) Subscribed (M€) Subscription Rate

FutureEO 650 545 84 %

CSC-4 1402 1807 129 %

EW-ALTIUS phE 55 54 99 %

EW-InCubed+ 150 60 40 %

EW-GDA 50 29 58 %

EW-TRUTHS 32 32 100 %

EW-AWS 42 42 100 %

Proba-V Extension 13 13 99 %

Seosat – 11,4 –

CCI+ – 0,6 –

TOTAL 2394 2594 108 %

Fig 5: Subscrip-

tion to ESA EO 

Programmes, 

credit ESA Nov. 

2019. Note: As at 

the end of Dec. 

2019, the final 

values had further 

increased slightly, 

confirmed by 

Romania.
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Fig. 6a: The Copernicus Sentinel Missions (approved and newly planned (credit ESA 2020)
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Fig. 6b: The Copernicus Sentinel Missions (approved and newly planned (credit ESA 2020)

Microwave Imaging family 2014 2024 2034 2042
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CIMR B (Passive MW Radiometer)                   NEU
S3 NG-B OPT

Topographic Measurements Family

S3 NG-A Topo
S3 NG-B Topo
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S6 B/Jason-CS B
S6 NG-A (*)
S6 NG-B (*)

PICE/CRISTAL A                                                     NEU
PICE/CRISTAL B                                                     NEU
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Future EO will remain focused on 

-  basic technology, concepts and foundations (of sentinel, meteorological and  

scientific missions);

-  research missions (including Biomass, EarthCare, Flex and the new Explorers 9 & 10  

and potential small sats);

-  mission management, including operations, the continuous evolution of ground  

segments and data products;

-  Earth Science for society with thematic science clusters, the introduction of AI in  

satellite and ground segment operations and in data exploitation and various  

regional activities e.g. for the Alps, Atlantic, Arctic, Black Sea/Danube, the Mediterranean 

regions and Africa.

The ESA (and EC) Earth Observation programmes continue to address most environmental challen-

ges, the Grand Science Challenges and the UN Global Action Plan for Sustainable Development on 

both the scientific and operational levels.
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Polar science Food systemsOcean health ExtremesCarbon cycle Local sea level Freshwater

Life below water Climate actionNo hungerHealth

BiodiversityClimate scienceGeo-hazards Acidification

Fig. 7: UN Grand Science Challenges 

 and UN Action Plan as supported  

by EO programmes (excerpt)

The ESA’s three Application Programme lines (Earth Observation, Navigation, Telecommunication 

and Integrated Applications) have been linked on the user end into a single cross-directorate, ESA-

wide service/application interface for external stake/shareholders: the ESA Downstream Gateway2. 

The Downstream Gateway creates links between new and emerging business sectors and the 

downstream capabilities being developed in ESA programmes. This enables new downstream com-

munities to interact more easily with ESA as a whole. It thus complements the existing programme-

driven interfaces to traditional business sectors (e.g. transport, oil and gas, insurance, agriculture 

etc.). To achieve this, the Downstream Gateway implements new ESA-wide functions as a service to 

both external and internal actors. To external actors it provides easy access to ESA expertise and  

activities in applications and technical domains. To internal actors it provides direct access to a core 

ESA group with business and marketing expertise.

Aviation Energy Environment, Wildlife & Natural Resources

Finance, Investment & Insurance Food & Agriculture Health Infrastructure & Smart Cities

Maritime & Aquatic Media, Culture & Sport Safety & Security Tourism

Transport & Logistics Education & Training Positioning, Navigation & Timing Exploration

Fig. 8: ESA: The Downstream Gateway: http://down2earth.esa.int/.

Downstream Gateway: Bringing space down to earth

 2European Space Agency: The Downstream Gateway: http://down2earth.esa.int/.
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Generally speaking, the ESA through its member states covers the R&D and the development phase 

of these programs while the operations and exploitation phases are funded through EC budgets. In 

the case of Copernicus, ESA has been funding the initial Sentinel satellite units while the EC covers 

funding for subsequent units and their operation. The EC represents customers and manages the 

Copernicus Core services while the ESA acts as system architect of the space component. In line with 

this arrangement, the recent ESA Ministerial Conference approved 1.8 billion euros (29% over-

subscription) for development of the new series of Copernicus sentinels.

Climate Change Land Monitoring

Atmosphere 
Monitoring

Security

Emergency  
Management

Marine Environment

Fig. 9: The Copernicus Core Services

EU PLAYING A CONTINUOUSLY INCREASING ROLE IN EUROPEAN SPACE

For more than ten years now, the ESA’s European space programs have been complemented by and 

coordinated with the space activities and plans of the European Commission. The most prominent 

co-operations are the flagship Galileo and Copernicus space application programmes. 

©
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EC SPACE BUDGET MFF & HORIZON 2020 CUMULATIVE 2014–2020

The EC pursues the same objectives as ESA for space in Europe, namely scientific excellence, indust-

rial leadership and responses to societal challenges. In 2016 the EC endorsed its space strategy for 

Europe. For Copernicus this strategy is based on a user and service-driven approach including a full, 

open and free data access policy. Since 2014 and again for 2020, the EC has allocated an annual bud-

get of roughly 1.8 billion euros. 

~ 4.291 M€                                                       ~ 7.071 €                                                            ~ 1.479 M€

FOR THE EC FUNDING PERIOD 2021–2027 THE EC 

-  in its Multi-Annual Financial Framework has provided for “a fully integrated,  

flexible European Space Programme focussing on space-based services for Europe  

and its citizens3”. This will include Galileo and Copernicus funding complementing 

the budgets subscribed by ESA member states; 

-  is planning in its next Research and Innovation Framework programme “Horizon Europe” 

to implement a cluster called “Digital, Industry and Space” involved in “Space, including  

Earth Observation”. Other “Horizon Europe” clusters will offer opportunities for user- 

funding of space-derived services, for climate science and solutions, environmental  

observation, agriculture, forestry and rural areas, biodiversity and natural resources, seas, 

oceans and inland waters for example. 

In early 2019 some 16 billion euros was proposed as space-related budget for the seven years to 

come. This proposed figure was recently reduced to 12.7 billion euros with some 4.6 billion euros for 

Copernicus. Details and final volumes will be confirmed throughout 2020 and the period of Germany’s 

term of the EU Presidency.

ESA will work closely with the European Commission and its “Digital Europe” programme to fully 

exploit Earth Observation investments in space through enhanced ground-based infrastructure and 

services. The aim is to build up a strong European data and knowledge-driven industrial and institu-

tional ecosystem for Europe and its partners, leveraging artificial intelligence and cloud-based pro-

cessing. 

3EU Communication COM (2018) 321
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Thierry Breton, the newly appointed EU Commissioner for the internal market, oversees the Euro-

pean digital economy and space, and thanks to his experience as former CEO of Atos he has also been 

involved with ESA in the communalities of IT and space business. In his speech at the European Space 

Policy Forum in January 2020 Breton outlined his plans for space (Galileo, Copernicus, GNSS) in view 

of an overall European Space Strategy for “doing space”, including the enabling security and defence 

functions and the pursuit of opportunities arising from quantum technologies4.  

Timo Pesonen was appointed Director-General for Defence Industry and Space in January 2020. 

OUTLOOK FOR 2020

-  The year started with the 12th European Space Conference5, held in Brussels in January. 

During the EU Presidency of Croatia6, several events addressing Copernicus are also to be 

expected to be held before summer.

-  Germany will take over the EU Presidency in the second half of 2020 at a time when the  

EU’s 2021-2027 priorities and budgets are being confirmed, including those for the EU’s  

space activities.

-  The ESA’s executive board and the ESA programme board will translate the results of and 

programmatic decisions made at the ESA’s Ministerial Conference into concrete project 

and contract plans. In respect of Earth Observation, this will include setting priorities for the 

different new Copernicus sentinel missions and the respective budget allocations as well  

as the various elements of the future EO programme.

-  Copernicus Sentinel 6 (also known as Jason-CS A Michael Freilich), a joint mission between 

the ESA, NASA, NOAA, CNES and Eumetsat for recording sea level data, is scheduled for  

launch in December 2020.7

-  The ESA has created and posted a YouTube video preview of its main activities and  

milestones in 2020.   

-  DLR RFM has scheduled its annual “Forum Earth Observation and Copernicus” for March 

in Berlin.

-  China plans to launch its Jilin 1 Earth Observation satellite together with the ÑuSat 7  

and ÑuSat 8 Earth Observation microsatellites. China will host the GEO Data and Knowledge 

Week in February 2020 in Beijing.

-  A large number on communication satellites are planned for launch. These include batches  

of 60 Starlink-2 (60) and 30 OneWeb satellites, plus Eutelsat’s Konnect and GSAT 30 satellites 

and the Russian Meridian M communications satellite.

4 See T. Breton’s speech at the European Space Strategy Conference in Jan. 2020 :  

(https://ec.europa.eu/commission/commissioners/2019-2024/breton/announcements/12th-annual-space-conference-closing-speech_en)
5https://spaceconference.eu/
6https://eu2020.hr/
7https://www.youtube.com/watch?v=YMvB0Ca1G1I
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-  Galileo satellites 27 & 28 are scheduled for launch in December 2020; the Munich  

satellite navigation summit is again scheduled for March.

- Space Tech Expo will be held again in Bremen in November.

-  ”SpaceTech for Business” (Handelsblatt) focusing on digitalisation from space is  

scheduled to be held in Munich from 27-28 April 2020.

MEGATRENDS IMPACTING EARTH OBSERVATION

Space and Earth Observation as a field is affected by the same megatrends as most other sectors. 

Space technologies and applications in turn influence these megatrends, especially in respect of  

climate change, resource and environmental management and the digitalisation/information society.

DIGITALISATION AND THE INFORMATION SOCIETY 

The level of digitalisation (public, administrative and industrial) achieved by a country8, a society or 

organisation is a determining factor for its competitiveness, including for space and EO. A high level 

of digitalisation is a precondition and indicator for successful innovation in space business, including 

EO. In 2019 Germany ranked 12th out of 29 EU member states (DESI index). Among Germany’s  

states, Bavaria ranked sixth.9

Like in other business areas space players too are utilising social media for promotion, advertising 

and information sharing, thus gaining much broader public exposure. While use of social media for 

PR purposes is now well-established most space agencies and business are lacking competency in 

social media risk mitigation and management, i.e. dealing with fake news, ‘shitstorms’ and similar 

phenomena.

Innovation in space and in our digital capabilities go hand in hand, for example in

-  business models (crowd funding/co-funding, evolution of industries, time-to-market, 

risk management etc.),

-   technologies (quantum communication, additive manufacturing, materials, cloud  

collaboration, digital design and simulations, cyber security, AI with self-learning 

systems and robotics for autonomy in space),

-  data and information management (value of information, crowd collaboration, 

IPR management and industrial policies etc.),

-  space data applications (integration with other information sources, validation and 

forecasting etc.) 

8SEU The Digital Economy and Society Index (DESI).  https://ec.europa.eu/digital-single-market/en/desi 
9Digitaler Länderkompass Deutschland, Verband der Internetwirtschaft.
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Since 2016 ESA has pursued a Digital Agenda for Space10 and published a suite of ARTES studies on 

such topics as blockchain, cyber security, quantum encryption and space-based services, virtual/aug-

mented reality & space, AI for business and industrial services, AI for environment and natural  

resources, AI for infrastructure, AI for social impact and Big Data in health.

EO from space and from Copernicus in particular really generates Big Data in terms of volume, velo-

city, veracity and value. The ESA Copernicus programme alone currently generates more than 10 PB 

of data for users annually. The core and user processing for such data volumes are supported by 

Cloud Data Access Information Platforms (DIAS) plus several scientific and industrial cloud proces-

sing environments from Google and Amazon Web services and a number of national processing  

environments in Germany and other countries. All of these services are increasingly leveraging self-

learning algorithms and AI.

In order to advance on-board AI capabilities in EO missions ESA has announced an opportunity for the 

EO community to present CubeSat-based proposals to be assessed for a potential -sat-2 mission. 

This opportunity is open to “economic operators” including industry players, research institutes and 

members of academia.

CLIMATE CHANGE

Public attention was raised in 2019 for the need of sustainable management of all Earth resources. 

Never before had the media published so many EO images from satellites and derived studies and 

results. More climate and environmental monitoring and management projects than ever are acces-

sing long-term and real-time measurement data from space for publishing trends and forecasts, 

some of them highly scientific, others for popular mobile apps. 

10ESA Digital Agenda for Space : https://www.esa.int/About_Us/Digital_Agenda/The_ESA_Digital_Agenda_for_Space

Fig. 10: Lorem ipsum
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Space-derived EO data has become one of the most recognised, independent and unbiased sources 

of data for all levels of environmental management (land, sea, ice, atmosphere and all different scales). 

This trend not only explains the increasing investment and interest in EO but also creates challenges 

in ensuring consistency and coherence in Europe and worldwide for EO planning and operations. 

The current public debate will result in even closer linking of the management (and subsequent  

potential engineering) of climate change and EO as independent measurement sources. The Space 

Agency’s plans for new missions have already been seen to spur demand for space-derived climate 

information, such as in

-  Europe’s (ESA/EU) plans for launching the Sentinel CO2 Mission11  (see above)  

by the end of 2025,

-   the ESA Altius ozone monitoring satellite as follow-on to several other successful 

national atmospheric monitoring instruments and missions, including GOME,  

SCIAMACCHY and CHAMP. 

NOVEMBER 9, 2019 NOVEMBER 14, 2019

FRP [MW]
< 50
50 – 100
100 – 250
250 – 500
> 500

11Anthropogenic CO2 Monitoring Mission Family

Fig. 11: Forest Fires in Australia, Firebird

(https://www.dlr.de/eoc/desktopdefault.aspx/tabid-13297/23615_read-59537)
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Beyond such co-ordination between space agencies and within the EO community (CEOS, GEO etc.) 

EO data and services are now prominent sources for climate and environmental modelling and  

management communities and decision-making, e.g. by UN COP25 in November 2019, the World 

Bank and other entities.

INDUSTRY 4.0

Space business too is impacted by the many aspects of the 
industrial evolution known as Industry 4.0

Thanks to today’s new satellite concepts (mini- and micro-cube-satellites) and the much lower cost 

barrier to enter the space infrastructure market new countries have entered the arena of space- 

faring nations, in many cases with their own telecommunications and Earth Observation satellites.

Many start-ups have been launched with new and evolving business models and funding schemes. 

A variety of dedicated support schemes (funding, partnerships, mentoring programmes on the ESA, 

EU and various national levels) have led to such innovative start-ups in all domains of space business, 

from space infrastructure (launchers, satellites, instruments) to operations, data processing, applica-

tions and services. Commercial investment funds (e.g. Seraphim Capital) have played a particular 

role in creating opportunities for space start-ups.

T. BRETON: 
________„Europe will need a large European space equity fund to attract private  
equity investment in our space unicorns.“
________

Traditional IT companies have been entering space business. OneWeb and Amazon for example are 

planning to launch hundreds of satellites of their own.

SpaceX, Blue Origin, Planet Labs and others have been offering commercial alternatives to the tradi-

tional concepts employed by public space agencies. Existing ideas respecting the respective roles and 

responsibilities in public-sector and scientific start-ups versus industrial/commercial initiatives are 

being challenged even more. 

The same is true for satellite application services, now offered by and through IT companies (e.g. 

Google12, Apple etc.), through mobile device services and many app developers. Their business  

models e.g. for Earth Observation data access are no longer related to fees for data and information, 

by rely on collecting and marketing the information about users and the use of satellite information.

12Note: Google sold its investments in Skybox/Terra Bella to Planet Labse
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Internet and mobile device users (apps) today are already merging different space-derived information 

sources (EO data, GPS/Galileo positioning and telecom data from ground and satellite networks). 

Automated agriculture services (e.g. John Deere, Bayer) and automated driving and hiking/biking 

apps are increasingly relying on the same combination of all three space data applications. Thus the 

traditional space programme boundaries between EO, telecommunication and navigation have been 

eroded in the user and downstream/service end of the space business. 

These elements in combination have changed business, markets, roles and collaboration in the space 

sector.

CARISSA CHRISTENSEN 

CEO of consulting firm Bryce Space  

and Technology:
___________________________„The space industry has had a nice run over the past several years,  
attracting millions of dollars in private investment, but is now is headed  
toward a turning point. Now the industry is moving into a “show me”
phase. Companies are having to prove that they are viable and their business 
models work. Some are succeeding in doing so, some are not.“
___________________________

SPACE AND DEFENCE

In Europe, unlike in other space-faring nations, there has been clear separation between space and 

defence programmes and actors for many years, despite the fact that many technologies and indus-

tries have been active in both sectors. Even if, for a number of reasons, it will take years yet for the 

two sectors to converge – if they ever will – 2019 saw another co-operation step along the way. The 

European Defence Agency (EDA) and ESA announced they would be conducting joint research and 

signing an ESA-EDA Administrative Arrangement, primarily for co-operation in EO, navigation and 

telecommunication, but also for autonomously or remotely piloted aerial vehicles and the develop-

ment of operational services supporting defence and security users. 

The EU announced that it would be adapting “to the new realities: geopolitically, strategically, indus-

trially and technologically”13.

THIERRY BRETON:
______________„Yes, Galileo has a defence dimension.  
Yes, Copernicus can serve security missions.”
______________

13Thierry Breton, Jan 2010.
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UNIVERSAL RULES NEEDED

A private-sector space policy has been demanded to facilitate private investment in space supple-

menting the public-sector and political priorities set for space.

Given the major increase in satellites in orbit, universal rules are required to avoid collisions, as the 

frequency of manoeuvres has risen sharply as well.

For EO data, the ESA and the EU have subscribed to a free and open data policy in their Copernicus 

and science programmes, leaving the business case to the derived information (and downstream) 

services. Borderlines and IPRs need to be managed transparently for such data and information.

EARTH OBSERVATION IN BAVARIA

In 2018 the German Ministry for Economy, with support from DLR and many other parties, issued a 

list of some 600 German actors (organisations and companies) active in space14. Some 160 of these 

(more than 25 %) are based in Bavaria. These Bavarian space actors cover the full range of assets, 

ranging

-  from top science universities and institutes to R&D companies and fully 

operational technology and application services;

-  from public institutions to large system integrators, service providers and 

numerous SMEs;

-  from operational entities to start-ups with both evolutive and innovative-disruptive  

technical and business models and concepts.

Some 70 Bavarian space actors are thematically focussing on EO. 

Considering the final users of EO information, the community is even larger. Many Bavarian entities 

active in forestry, land monitoring, agriculture, insurance as well as planning and mapping agencies, 

national parks and more are using EO data from space for geo-information management.

Several thematic space and EO clusters and working groups in Bavaria foster regular dialogue and 

support co-operation. 

14Deutsche Raumfahrtakteure, Deutsches Zentrum für Luft- und Raumfahrt e. V. (DLR, Deutsches Raumfahrtmanagement)
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For EO and Copernicus Bavaria, hosts include:

-  the ESA BIC, the Copernicus Accelerator and the Copernicus Masters’ Management15,  

the ESA Business Application Ambassador, Copernicus Büro Bayern, the Copernicus 

Working Group and the Copernicus Relay Coordination16;

-  DLR-EOC17 in Oberpfaffenhofen, including the Remote Sensing Technology 

Institute (IMF) with its German Remote Sensing Data Centre (DFD) and the Centre  

for Satellite-Based Crises Information (ZKI) and running major Copernicus ground  

segment facilities and several Copernicus services;

-  space-industry firms across Bavaria as key providers for EO and Copernicus satellites  

as well as some 40 Bavarian companies offering geo and space application services,  

mainly to the European and worldwide user communities.

Substantial space budgets have been allocated for both, nationally and in Bavaria. In November 2019 

Germany became the biggest contributor to European space programmes through the ESA.

In October 2019 Bavaria underscored its aerospace ambitions by adopting a HighTech Agenda18,  

a key item of which is to create one of the most ambitious space science campuses in Ottobrunn as 

part of TUM.

Space programme priorities at the European, German and federal levels are increasingly shifting  

towards delivering visible benefits for European citizens. EO objectives of the ESA, EU, Germany and 

Bavaria are summed up by the slogan “Space for Earth”.

From the ESA and EC budgets combined Germany can, depending on the level of competitiveness, 

award contracts with an annual volume in the range of 750 to  1000 million euros, of which 80 to 350 

million euros is secured by actors in Bavaria (up to an approximate maximum of 200 million euros 

exclusively from the ESA EO budget).

Bavaria is thus home to tremendous expertise and creates major value in terms of space technology 

and information although in recent years other German States (Bundesländer) have caught up in the 

areas of digitalisation, innovation and integration of space applications.

15AZO: https://www.space-of-innovation.com/
16bavAIRia e.v.: https://www.bavairia.net/themenbereiche/raumfahrtanwendungen/
17https://www.dlr.de/eoc
18https://www.bayern.de/hightech-agenda-bayern/
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To leverage the solid basis of “Space in Bavaria” and Bavaria’s EO assets to create even more value, the 

following items must be addressed in 2020:19 

A shared space policy outlining transparent targets that complements the national and European 

space policies and programmes by

-    identifying space domains for scientific, technological, industrial autonomy  

and international leadership/competitiveness,

-  identifying space domains with funding targets via Bavarian, national or  

European (ESA, EC) budgets,

-  identifying complementarity potential for European, federal and state space  

funding as a basis for competition and co-operation.

The elements of such a space policy relevant to the private sector are:

-  Addressing issues of competition versus co-operation, public versus commercial services and 

science versus operational services to ensure the viability of private-sector investment,

-  addressing science priorities and outcomes, conversion into operational benefits for  

citizens and industries,

-  evaluating co-funding and support models in view of market potential and opportunities  

to achieve international or European mid- and long-term contracts.

- Project co-funding criteria to include:

- Market prospects,

- alignment with national or Bavarian strategy (to be consolidated first),

-  prospects for eventually securing medium or long-term funding from European  

budgets (such as the ESA, EU, EDA, EEA and the EMSA).

A space information hub facilitating easy access to contract opportunities, scientific and technological 

results, knowledge and expertise20, created based on the insight that fast access to validated infor-

mation is essential for innovation and competitiveness.

The alignment of space policy with Bavaria´s digital, environmental and agricultural management 

programmes in the areas of co-funding, and regulation and standardisation.

Closer programmatic co-operation both nationally and with European and international space agencies to

- benefit from networking opportunities,

- strategically exploit scientific and technical results and leverage co-funding opportunities,

- showcase German and Bavarian capabilities and assets in the European context.

19Many of these jointly with the national DLR-RFM, Federal Ministries and the German Space Coordinator
20A Bavarian space information hub should be coordinated by the ESA and the EC, with related but distributed activities at national level.
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Further integration and visibility of space-derived data/technology into routine business, public  

services and citizens’ daily lives through

-  awareness campaigns aimed at policy makers and various thematic communities  

(forestry, agriculture, planning, risk-management, tourism etc.),

-  networking with public authorities and space/geo-application service providers,

-  standardisation and linking of public geo-data from many different sources,

-  specific promotion of space applications as elements in cross-funding schemes 

like the Bavarian Research Consortium (Bayerisches Verbundforschungsprogramm)21,

-  heightening visibility of space and EO assets for citizens through projects like  

Showcase Bavaria (Schaufenster Bayern).

In co-ordination with the management of the German Space Programme, Bavaria should swiftly 

prepare a joint position paper on the EU space programmes and budgets. The second half of 2020, 

when Germany takes over the EU presidency and the EU programme content and budget for  

2021 – 2027 are being decided, will present unique opportunities to

-  ensure maximum complementarity between ESA, EU, national and federal  

investments and priorities, and 

- support Germany’s scientific, technical and industrial space ambitions within Europe.

21Richtlinien zur Durchführung des „Bayerischen Verbundforschungsprogramms (BayVFP)“ 
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ABSTRACT

Satellite communication (SATCOM) is an integral part of the technological progress in the networked 

and digitalised world. Satellites are perfectly designed to transmit signals over great distances by 

means of a single space-borne object, cost efficiency being another compelling reason for usage. 

However, communication satellite applications go far beyond the widely known mass media utili-

sation. Secure point-to-point connections may facilitate the transmission of live TV images across 

continents but they also establish mission-critical connections to overseas military bases or security-

sensitive corporate networks. In a number of cases satellite transmissions are preferred over the  

classic internet because protecting satellite connections from cyber-attacks is considered more 

efficient and reliable. Today, satellites provide voice and data connections to every location on Earth. 

Contemporary satellites do not only provide internet access in aircraft and on ships but also in ter-

restrially undeveloped areas. This article summarises the latest research developments and achieve-

ments in the most important technical fields related to satellite communications. It also provides an 

outlook on upcoming trends and arising challenges, shaping the frame for future efforts to be 

addressed by the Munich Aerospace scientific alliance. 

UBIQUITOUS SATELLITE COMMUNICATION

The satellite industry is of huge economic and global significance. Roughly, 75% of the entire aero-

space industry’s worth is related to the satellite industry and its associated services and equipment. 

In fact, approximately every second euro spent is invested in some form of communication applica-
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tion. Interestingly enough, the widespread circulation of internet-based content and video on demand 

is starting to replace the classic offering associated with “linear television”. In general terms, the 

market for satellite-based solutions is growing steadily at approximately 3% per year, a large propor-

tion being related to mobile broadband satellite applications and to the regulatory area of defence and 

mission-critical communication. Further growth is expected from so-called mega-constellations – 

gigantic networks of several thousand satellites in near-Earth orbit which are primarily intended for 

internet applications. Due to the huge investments needed for these constellations, their commer-

cial success is still unproven, especially as some of the players have started exiting the market again 

due to funding and profitability problems. 

SATELLITE COMMUNICATION – A CRITICAL INFRASTRUCTURE

Satellites circling the Earth in 500 km to 36,000 km high orbits generate their own source of electri-

city from solar panels and are thus autonomous. This means that they can also provide communica-

tion links over short and long distances should Earth-based sources become unavailable due to a 

power failure for example. In the event of natural disasters or similar catastrophes, satellite commu-

nication is quite rightly the backup of choice – making it the backbone of emergency communi

cation. 

Responding to crises situations requires large numbers of communication connections in places that 

lack sufficient terrestrial networks. Satellites are a flexible way to meet these needs at very short 

notice. Emergency vehicles are increasingly equipped with satellite communication systems, thus 

becoming objects requiring protection as they safeguard reliable communication channels during 

emergencies.

NEW RESEARCH CHALLENGES

Based on present ecosystems and utilisation examples, the SATCOM research map has changed sig-

nificantly over the last decade. Having started as television-centric broadband solutions, communi-

cation satellites are nowadays considered an integral part of ubiquitous communication networks 

with a strong focus on the fifth generation of commercial mobile networks – so-called 5G networks. 

This has posed new challenges for research in terms of increased multi-user bandwidth efficiency 

demand, implementation of software-defined payload functions, flexible payloads, antenna beam 

forming, on-board processing and link security. Moreover, since spectrum-hungry 5G networks have 

started occupying satellite frequency shares in the former C-bands and millimetre wave bands, the 

technological shift towards higher frequencies of 48GHz and above has become the focus of research. 

Spectrum coexistence of terrestrial and space borne networks has also emerged as an important 

research topic. Not only has the accessible RF spectrum been enlarged, optical inter-satellite links 

and feeder links too are among the most promising technologies to satisfy upcoming data rate  

demands.



85

MUNICH AEROSPACE REPORT

MUNICH AEROSPACE: A UNIQUE SCIENTIFIC ALLIANCE IN  
SATELLITE AND SPACE COMMUNICATIONS

In the German and European research landscape, the Munich Aerospace research alliance has esta-

blished itself as an incubator of original ideas and well-received contributions. In SATCOM, like in 

other space disciplines, the alliance brings together experts from Munich’s key research institutions. 

The Munich Center for Space Communications joins the satellite communication capabilities of the 

Technical University of Munich (TUM) and the Bundeswehr University Munich (UniBwM). Over the 

past years, considerable financial and technological investments had been made in order to develop 

and build a satellite ground station dedicated to research and test purposes in Neubiberg. The facility 

can offer so-called over-the-air test capabilities involving almost any type of communication satellites. 

Complemented by TUM’s well known Garching-based ground station and the German Aerospace 

Center’s (DLR) unrivalled facilities in Weilheim and Oberpfaffenhofen in Germany, a unique network 

of satellite communication expertise has been formed to tackle the challenges of SATCOM. Moreover, 

with the advent of optical communication technologies as enabler of future broadband satellite 

links, the Munich Aerospace research portfolio cannot be complete without DLR’s pioneering  

research branch for optical communication technologies.   

Fig 1: The 5G Network of Networks includes airborne platforms and satellites as an integral part  

(quote from: Wang, P., Zhang, J., Zhang, X., Yan, Z., Evans, B.G., Wang, W. “Convergence of Satellite and  

Terrestrial Networks: A Comprehensive Survey” (2020) IEEE Access, 8, art. no. 8946626, pp. 5550-5588. 

The work is licensed under a Creative Commons Attribution 4.0 License).
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HANDLING INTERFERENCE SIGNALS: 
PUSHING THE NEW LIMIT OF SATCOM DATA RATES
 
Since the availability of true broadband, the implementation of multi-beam antennas and frequency 

re-use technologies has furthered SATCOM to a much greater degree than a decade ago. The strategy 

of shaping ever-narrower beams and repeating the same combinations of frequency and polarisation as 

often as possible – even in directly adjacent beams - has been the focus of latest research aiming to 

increase bandwidth efficiency, i.e. satellite throughput at a given frequency spectrum. These approa-

ches have been mandatory to prepare satellite technology for commercial utilisation in the era of 5G 

where the satellite industry will face much tougher restrictions than ever before in regard to affordable 

cost per bit transmitted. Scientists are aided by the trend prevailing in satellite communication of 

deploying an ever-greater number of fully networked antennas with increasingly small footprints. 

These “full frequency re-use” schemes in multi beam satellite architectures have moved satellite 

links into interference-limited regimes however, i.e. the link quality is limited today by inter-beam 

and intra-beam signal interference. Handling such interference has spawned a whole new class of 

research topics, including smart beam-forming antennas to steer signal power, pre-coding and equa-

lisation of multi-user signals on signal processing levels and the application of multiple-input multiple-

output (MIMO) signalling strategies. 

Fig. 2: A new satellite ground station dedicated to research and over-the-air test purposes was  

built in Neubiberg, Germany
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SATELLITE-BASED INFLIGHT CONNECTIVITY

It is not only self-interference of signals radiated by the satellite that limits spectral efficiency how-

ever. An ever-more significant issue arises from the co-existence of different networks sharing the 

same frequency bands. In particular, the extension of terrestrial network services to flying objects 

like drones and airplanes causes increased inter-system interference. New concepts that involve air-

liners to act as airborne network base stations further aggravate such problems. The use of satellite 

communications by aeronautical platforms has become an emerging market fostered by the deploy-

ment of multi-beam satellites for in-flight connectivity with broadband internet access or the bey-

ond line-of-sight control of unmanned aircraft. The terrestrial fixed service is among the dominant 

interference sources for such aeronautical SATCOM – especially at Ku-band and Ka-band – and a 

proper investigation on the still unknown interference statistics is required for future radio regulati-

ons. Another prominent example of interference that has not been fully handled by the regulatory 

bodies so far affects C-band frequencies that have been traditionally used by satellite operators but 

have been re-allocated to the 5G telecom industry in the latest World Radio Conference (WRC) reso-

lutions. Solutions to handle this kind of interference are widely missing; recent approaches have 

been dedicated to the identification and interception of interference signals. If interference signals 

are received by more than one antenna or at very different power levels, it might be possible to isolate 

the interference signal and improve the quality of the desired signals. 

MAKING SATCOM READY FOR THE 5G ERA

The integration of satellites into 5G is currently ongoing and has recently been greatly backed by new 

work items within the 3rd Generation Partnership Project’s (3GPP) standardisation process. Among 

other aspects, these work items will investigate 5G network architectures involving satellites as an 

integral part, including appropriate network slicing, the handling of physical constraints such as the 

propagation delay and satellite-specific hardware impairments like the non-linear behaviour of tra-

velling wave tube amplifiers when operated in multi-carrier mode. When it comes to new low-Earth 

orbit (LEO), mega constellations and further aspects like the significant Doppler shift or the hand-

overs between satellites pose new challenges.

Fig 3: Satellite 5G Edge Node: 

A mobile base station for temporary 

mobile phone coverage. A SATCOM 

on-the-move (SOTM) terminal 

serves as the backhaul connection 

for sending and receiving operations 

while driving. 5G edge node 

features and processing have been 

demonstrated live as part of the 

ESA’s SATis5 project (https://satis5.

eurescom.eu/)
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MUNICH AEROSPACE RESEARCH GROUPS IN THE FOREFRONT

In the context of the above-mentioned technology, Munich Aerospace research groups have 

addressed major issues in their research work. Interference alignment for satellites in particular has 

been among the topics from as early as 2013, merging into major contributions on multi-antenna 

MIMO communications over the recent years. With respect to signalling, a TUM-led group of renowned 

international experts has addressed the 5G-motivated issue of delay constraints in satellite net-

works. Another group formed by UniBwM and DLR has dealt with new concepts and algorithms of 

signal pre-distortion to tackle the problem of linear and non-linear distortions in traveling wave  

tubes operated in multi-carrier mode. Complemented by joint efforts of TUM, DLR and UniBwM in 

respect to network coding and optical communications, the Munich Aerospace research portfolio 

encompasses the entire scientific landscape of future satellite communications.

SECURE SATELLITE COMMUNICATION IN THE INTERNET  
OF THINGS

Among the most challenging and at the same time most commercially promising technologies is the 

integration and utilisation of satellites in the Internet of Things (IoT). While a number of IoT services 

have already arrived in cellular networks, there still is a “blind spot” with regard to remotely located 

sensors and actuators (frequently called the Internet of remote Things, IoRT). In IoT a huge number 

of devices and sensors share data that is exchanged over an internet connection. In remote locations 

a satellite connection is required but the sensors are not supposed to grow in weight and form. 

Among many potential applications for IoRT, especially agricultural applications are envisaged to be 

most promising in terms of societal impact as well as commercial success. Here IoRT is considered for 

remotely positioned sensors and effectors in the fields, being a key element for the strongly desired 

digitization of agriculture, which is usually termed as “Smart farming”. As farmers are facing ever 

more stringent rules and regulations for environmental protection, Smart Farming with much more 

powerful environmental sensors is the key to increase productivity and maintain competiveness on 

the world market. IoRT puts new challenges on power efficiency and waveform design for satellites 

in any orbit, becoming are even more pronounced when geostationary satellites are envisioned as 

space borne relay stations. Moreover, if these sensors transmit data via satellite from locations  

without a terrestrial internet connection there is a high risk of unauthorized interference. Even if the 

data is encrypted, sensitive meta-information or sensor locations could be deduced in most cases. 

These issues have been the subject of recent research missions aiming at designing tailored wave-

form solutions and multiple access strategies that allow for extremely power-efficient transmissions 

of small data packets while securing the transmission channel at the physical layer at the same time. 

This class of issues requires expertise in different disciplines across various layers of a communica-

tion system, including not only manufacturing and hardware but also complex signal processing, 

software, and transmission protocols. In this context, Munich Aerospace is again an appealing plat-

form to address the relevant topics in a holistic manner. 
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Fig 4: Communication at very 

low data rates via geostationary 

satellites is possible utilising higher 

satellite frequency bands and 

very compact antenna structures.

POTENTIAL CONTRIBUTIONS OF ARTIFICIAL INTELLIGENCE TO 
FUTURE SATELLITE COMMUNICATIONS 

Like all professions in various aspects of life, the SATCOM community too has undertaken to explore 

potential applications of Artificial Intelligence (AI) and Machine Learning (ML) in particular in order 

to complement existing topics. Although the number of publications has been rapidly increasing, it 

is still not clear which class of problems can be best addressed by ML. So far the resource allocation 

issue has crystalized as one of the most promising fields of application. As satellite communication 

systems are subject to a major transformation from TV broadcast and fixed services to mobile appli-

cations and on-demand services with numerous technical and operational challenges, the allocation 

of resources such as bandwidth, power, air-time or beam shaping quickly becomes a highly non-line-

ar and frequently non-convex problem. If further operational limits of LEO constellations or further 

security constraints were to be revealed, closed-form solutions for commercially viable target func-

tions could not be achieved. Munich Aerospace researchers have approached this subject in an effort 

to optimize various low-level and high-level target functions, including satellite capacity utilisation 

versus user satisfaction. It will however take further significant effort to finally prove whether these 

approaches have a sound footing.
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ABSTRACT

Advanced transmission techniques are investigated for satellite systems that communicate short data 

packets (a few tens or hundreds of bits). Systems of this kind are gaining interest due to the deployment 

of satellite and terrestrial Internet of Things (IoT) networks. The short nature of the packets makes  

classic design rules for forward error correction and modulation for broadband transmission largely 

suboptimal. Three main research areas were in the focus of the investigations, namely: (i) the design of 

near-optimal error correcting codes for short data packets on additive white Gaussian noise channels, (ii) 

the development of improved decoding algorithms for short packet transmission over fading channels, 

and (iii) the construction of efficient waveforms for short packets. The results achieved by the group 

show how large gains can be achieved with respect to standard designs. For example, the proposed 

techniques enable power efficiency gains of more than 2 dB over fading channels. The three activities 

address both theoretical and engineering aspects, and they provide guidelines for the design of satellite 

links for short packet transmission. 
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INTRODUCTION

The design of communications systems with short packets is gaining importance due to emerging  

applications in wireless networks. Examples are internet of things (IoT) networks, and satellite systems 

including low-earth orbiting (LEO) satellites, cubesats and nanosatellites that provide connectivity in  

remote areas. IoT systems exhibit sporadic transmission of short data packets, e.g., the data is only a few 

bytes of information retrieved by sensors, and one wishes to achieve low communication latencies.

The relevance of the topic is expected to drastically increase in the upcoming years. It has been predicted 

that by 2025 the number of connected devices will be close to 100 billion [57], with a large number of 

devices located in remote areas, e.g., sensors that aid agriculture, monitor oil and gas extraction plants, 

meter water consumption/availability, and track containers on ships or trucks. The prediction is in line 

with one presented by Ericsson [56] (see Figure 1) which foresees that non-cellular IoT devices will repre-

sent the largest fraction of connected devices by 2021. The market can hardly be served by cellular  

mobile networks and will require an economically viable world-wide wireless network for IoT services.  

 

In this project, we have been working on code and waveform constructions for the short block regime. 

Not only the error-correcting capability but also the decoding complexity of the codes has been considered. 

For instance, two of the most important codes for short packet communications are low-density parity-

check (LDPC) codes and polar codes, both specified in the fifth generation cellular network standard 

(3GPP-5G). 

The project addresses the standard additive white Gaussian noise (AWGN) channel and fading channels 

where channel state information (CSI) is not available a priori at the transmitter or the receiver. The  

fading channel models, e.g., communication between low-cost IoT tags that are surrounded by reflec-

ting surfaces that produce constructive/destructive interference. For long data blocks, the fading levels 

can often be measured at the receiver by including pilot signals. For short packets, pilots are expensive 

due to their overhead, and thus CSI is limited and we have a noncoherent setting.

Fig. 1: Forecast on connected devices from [56].
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In the first part of this project, we derive performance bounds for short packets for coherent and non- 

coherent transmission, including pilot-assisted transmission (PAT). We also design low-complexity  

coding schemes that perform close to these bounds.

In the second part of this project, we investigate optimal waveforms for short block transmission. We 

derive the probability density function of the energy outside an allotted time interval, and we characte-

rize the interference caused by successive transmissions. We then analyze bounds on the capacity to get 

insight on the required duration of the guard interval between two successive transmissions.

CHANNEL CODING FOR SHORT INFORMATION BLOCKS

The channel capacity [1] is the maximum rate at which reliable transmission is possible with long blocks. 

Formidable effort has been focused on finding capacity-approaching error correcting codes [6]. Initially, 

attention was directed to short and medium-length linear block codes [2], with some notable exceptions 

[3, 4], mainly for complexity reasons. The idea of code concatenation [5] enabled the decoding of long 

codes [6] and resulted in a number of practical code constructions that operate at fractions of a decibel 

from the channel capacity [7-16] with low-complexity (sub-optimum) decoding.

The interest in short and medium block length codes, i.e., codes with k =50 to k =1000 information bits, 

has been rising again recently, mainly due to emerging applications such as IoT, machine-type commu-

nications, smart metering networks, remote command links and messaging services (see, e.g., [17-20]). 

Renewed interest is also found in tight bounds on the performance of the best codes for a given block 

length and rate [21-24]. The performance comparison is usually provided in terms of block error rate, also 

referred to as codeword error rate (CER), versus signal-to-noise ratio (SNR) with SNR given either by the 

ratio Eb /NO or the ratio ES /NO, where Eb is the energy per information bit, N0  is the single-sided noise  

power spectral density, and ES is the energy per modulation symbol. Two exemplary coding schemes are: 

(i) binary linear codes under ordered statistics decoding (OSD) and (ii) polar codes and their variants  

under SCL decoding. For details and comparisons to the other code classes, see [43].

(Classic) Short Codes under OSD: Consider receivers based on OSD [25] that can be applied to any (binary) 

linear block code and that has near maximum-likelihood (ML) performance with manageable complexity 

for short codes. Instead of computing the likelihood function for all codewords, OSD considers a list of 

codewords with up to t errors in the k most reliable independent positions, where t is called the OSD 

order. The likelihoods for all ∑ t
i = 0( k

i )  error patterns are computed, and the output is the most likely code-

word among the list members. For example, we show the performance of the extended BCH (eBCH) 

code under OSD for the orders 3 and 4 in Figure 2. The performance is very close to a random coding 

union (RCU) upper bound.

Polar Codes: Polar codes are the first class of provably capacity-achieving codes with low encoding/deco-

ding complexity over symmetric binary-input memoryless channels (BMCs) under successive cancell-

ation (SC) decoding [14]. However, the effectiveness of polar codes for short block lengths comes only 

after modifying both the decoder and the code, i.e., the successive cancellation list (SCL) decoder of [26] 

aided by an additional outer high-rate code (typically, a CRC code).
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Fig. 2: Codeword error rate (CER) versus 

SNR in decibels (dB) for eBCH and polar codes.

The performance of a (n = 128, k = 64) polar code under SC and SCL decoding is shown in Figure 2. By 

increasing the list size, close-to-maximum likelihood (ML) performance is achieved. Already for L = 8, 

the gap to a ML lower bound is nearly invisible for the setup considered in the figure. The perfor-

mance of the concatenation of a (n =128, k =71) polar code with an outer CRC code is shown as well. 

A list size of L = 32 has been used in the simulations. The code performs remarkably close to the RCU 

bound down to low error rates.

Product Codes as Polar Codes: Product codes based on RM component codes have been considered, 

e.g., in [27-31] for the case where the component codes are extended Hamming and single parity-

check (SPC) codes. SCL decoding allows low-complexity decoding of the concatenation of the product 

code with a high-rate outer code, as proposed for polar codes in [26]. As shown in Figure 3, the  

concatenation provides remarkable gains over the product code alone, and over a BP decoder which 

jointly decodes the outer code and the inner product code [33]. Similar techniques improve the  

performance of the product codes with SPC component codes of arbitrary lengths [34, 35].

Fig. 3: Codeword error rate (CER) versus  

SNR for a (n = 128,  k = 70) code, constructed  

by concatenating the product code with  

an outer CRC, under BP and SCL decoding 

algorithms. SCL decoding outperforms the 

conventional BP decoding by a large margin.
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SUCCESSIVE CANCELLATION INACTIVATION DECODING  
OF POLAR CODES

Consider SCL decoding of polar codes and communication over the binary erasure channel (BEC). An 

efficient implementation of SCL decoding uses SC inactivation (SCI) decoding. Similar decoders have 

been proposed to study iterative belief propagation (BP) decoding of LDPC [4] and raptor codes [36]. 

They are known to overcome high error floors due to stopping sets and to provide MAP performance 

with a lower complexity than standard Gaussian elimination [37-40]. A BP decoder with inactiva-

tions was proposed for polar codes in [41] yielding an improved bit-error rate. The authors of [39] 

proposed and analyzed the Maxwell decoder for LDPC codes, which guesses a value for an erased bit 

whenever the BP decoder is stuck. Their results demonstrate a fundamental relationship between BP 

and MAP decoding based on guessing. Inspired by that approach, we analyze the SC inactivation 

decoder to quantify the complexity required to achieve MAP performance. Based on the dynamics of 

the unresolved inactivations during the decoding process, new insights are provided to understand 

performance vs. complexity trade-offs. For a detailed discussion on the complexity of various coding 

schemes, see [42]. Figure 4 shows the average number of inactivations required to achieve the ML 

performance of a given code, which is directly related to the decoding complexity. The analytic results 

match the simulations exactly. In particular, RM codes with dynamic frozen bits perform similar to 

eBCH codes [42], which are one of the best performing codes for short block-lengths [43].

Fig. 4: Expected number of 

inactivations to achieve the ML 

performance versus erasure 

probability for the codes with 

length n = 128. Solid lines are the 

analytical results while the 

markers denote the results of 

Monte Carlo simulations.

COMMUNICATION OVER FADING CHANNELS

Consider now communication over a fading channel where the CSI is not available either at the 

transmitter or receiver. A common approach is to embed a number of pilot symbols that are used to 

estimate the channel at the receiver. However, when short blocks are used, such classic PAT methods 

[44] are highly sub-optimal [45]. 
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We extend the work of [46] by introducing a PAT scheme with very few pilot symbols. The pilot  

symbols give a (potentially rough) channel estimate, which is then employed by a list decoder to 

construct a list of candidate codewords. A decision is then performed by selecting the codeword in 

the list according to a non-coherent decoding metric. The role of the pilot symbols is thus to const-

ruct a good list.

The principle can be applied to list decoders in general and to slow fading channels. The effectiveness 

of the method is illustrated over Rayleigh block-fading channels by using quasi-cyclic codes under 

OSD and polar codes under SCL decoding. Figure 5 shows the gains over the classic PAT scheme.  

A metaconverse lower bound for the considered scheme is shown, while the PAT-RCUs-ML curve is 

the best known upper bound for a PAT scheme. Finally, PAT-RCUs-NN is an upper bound for the PAT  

schemes, where the receiver assumes that the channel estimate obtained via the pilots is the actual 

channel. See [46,47,48] for the details of the coding schemes as well as bounds.

Fig. 5: CER versus SNR in Es /N0 where Es  

is the energy per coded symbol, for a  

(n = 68, k = 32) code over a Rayleigh 

block-fading channels with 4 diversity 

branches. The red curves denote upper and 

lower bounds on the error probability for 

the best coding scheme for the considered 

PAT and noncoherent schemes. 

EFFICIENT WAVEFORMS

The second part of this project deals with the design of efficient waveforms for short packet trans-

mission over AWGN channels. The capacity of an AWGN channel is B log2(1 + SNR) bits [1], where B is 

the bandwidth in Hertz and SNR is the ratio of the signal power to the noise power. Shannon develo-

ped a theory for finite block lengths [49], and this work received renewed attention recently. Our aim 

is to extend this theory to continuous-time systems by considering the waveforms used for trans-

mission. This places additional constraints on the problem, e.g., the energy of the waveform outside 

of a transmission time interval [- T
  2 , T

 2 ] should not exceed a certain value. We call this value the Out-of-

Time (OoT) energy. To this end, we use Prolate Spheroidal Wave Functions (PSWFs) [50-54].
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Prolate Spheroidal Wave Functions: Given any T > 0 and bandwidth Ω > 0, a countably infinite set of 

real functions {ψ0(t),ψ1(t),…} and a set of real positive numbers  {λ0,λ1,…} can be found with the  

following properties. The ψi (t) are bandlimited, orthogonal on the real line and complete in the set 

of bandlimited functions:

∫    ψi(t)ψ j (t)dt = { 

The ψi(t) are orthogonal in the interval [- T
  2 , T

 2 ]:

∫  ψi(t)ψj(t)dt ={  

Fig. 6: Plots of the PSWFs for a time-band-

width product of ΩT=8. Observe that  

almost the entire non-zero part of ψ0 (t)  

is in the interval [-  T
 2 , T

 2 ], whereas ψ3 (t)  

is small in this interval and large outside of 

this time interval.
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Probability Density Function of the OoT Energy: We first characterize the probability density function 

(pdf) of the energy outside the interval [- T
  2 , T

 2 ] of a transmit waveform formed by PSWFs. The signal is 

s(t) = ∑i ui ψi (t), where ψi(t) is the i-th PSWF. The proportion of energy inside [  -T
  2 , T

 2 ] is

∫   s2(t)dt 
=

  ∫  u2
i ψ

2
i  (t)dt 

=
  ∑iu

2
i  λ i             

 
∫  s2(t)dt      ∫  s2(t)dt       ∑iu

2
i  

For instance, for BPSK modulation the equation simplifies to 

∫   s2(t)dt 
=

  ∑i λ i            

∫  s2(t)dt     ∑i1

and the energy inside [    , T
 2 ] does not depend on the information sequence. This is valuable insight if 

we want to ensure that a transmission may never exceed a certain OoT energy.
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Note that the energy in the interval [  -T
  2 , T

 2 ] is the sum Ein=∑ iu2
i λi . If the symbols have a normal  

distribution, then this is a sum of chi-square random variables with one degree of freedom. The total 

energy is Etot  = ∑i u 2i   and we consider the random variable

Ξ = Etot - Ein = ∑
i  

u2
i - ∑

i  
u2

i λ i = ∑
i  
(1 – λ i) u2

i .

The weighting factors are ci = (1 –  λi) and, due to the properties of the PSWFs, only a few ci are signifi-

cantly greater than 0. The full derivation of the pdf of a linear combination of n chi-squared random 

variables can be found in [55]. We follow the notation in [55] to describe the pdf of Ξ :

bi =
  

   
c1,

    
A(ci,r) = 

(0.5)r
 (1- 

c1  ,   s = n

            ci                                  r!           ci                  2

(0.5)r = 0.5(0.5 + 1) … (0.5 + r – 1)

    
(0.5)r 

=
 (2r – 1)!! 

=  
2   ∫ 

π  
cos(x)2r dx ≈   

1

   r!            (2r)!!        π     0                                         √π

                               
j

aj = A j
n,     A j

n = ∑ A      A(ci, j – k),            A2
r
 = A(c2,r),       i = 3,4,…,n,       j,r ∈ N

                                     k=0

  
                               ∞ 
pΞ (ξ) = (∏bi ) ∑ aj G( j,ξ),              G( j,ξ) = Gamma (ξ;s + j,2c1 ) ,

where Gamma (x;m,n) is the Gamma density function.

Fig. 7: Analytical 

pdf vs Monte  

Carlo simulations 

histogram for  

j = 100 and n = 30.
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Fig. 7 plots a histogram of  Ξ obtained by Monte Carlo simulations. Note that the analytical curve in 

red coincides with the histogram.

Optimal Guard Interval: Consider the signal s(t) = uψ0 (t), i.e., only one waveform is used and u has  

a standard normal distribution. The time-bandwidth product is ΩT and we calculate the first eigen-

value λ . The energy outside [  -T
   2 , T

 2 ] is

ξ = 2 ∫∞   s2 (t)dt = (1–λ)u2 .

Consider a guard interval τ, i.e., we consider the time interval [ -T
 2  – τ,

T
 2  + τ]. The TB product becomes ΩT ‘ 

and we calculate its first eigenvalue λ‘. Since we did not change the bandwidth Ω, the ψ will have the 

same form for both TB products. Therefore, the energy of the waveform in the interval 

[ -T
 2  – τ,–

T
 2  ] U  [ T

 2 , T
 2  + τ]  is

ξτ = (λ‘- λ) u2.

We would like to characterize the capacity back-off due to the interference and the guard interval. 

The first reason we have a capacity back-off is because only a fraction of the transmitted energy is 

received, i.e., the matched filter is active only for time T. A second reason is that successive transmis-

sions cause interference that we treat as noise. A third reason is the idle time τ between each trans-

mission. Therefore, the rate is multiplied by η =     TT+τ and the capacity expression is

C* = η log2 (1+   
 λ

N0+I )         bits per transmission per real dimension

where N0 is the noise and I is the interference. Consider the following scenario.

- The symbols are Gaussian, i.e., U~N(0,1).

- The noise is Z~N(0,N0).

- The interference term is calculated as

      T‘+ T
 2

I =    ∫       ψ2 (t)dt.

      T‘– T
 2

 

Therefore, we get a discrete time model with SINR =     
λ

(N0+I). This simple model can be used to estimate 

the optimal guard interval for a given set of transmission parameters. Consider ΩT = 3 so that we 

have λ = 0.7626. The units of the guard interval are multiples of T. Figure 8 plots C*. Observe that as 

the noise level decreases, the guard interval becomes more important. Figure 9 plots the optimal 

guard interval depending on the noise level. For high enough noise variance, no guard interval is 

needed.

T
 2
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Fig 8: Interference 

energy for ΩT = 3.

Fig 9: Optimal 

guard interval for 

ΩT = 3 and different 

noise levels.

DISCUSSIONS AND OUTLOOK

We have presented three fundamental problems that we investigated for efficient communication 

of short data packets over satellite links:

1. The design of near-optimal error correcting codes for short data packets.

2. Improved decoding algorithms for short packet transmission over fading channels.

3.   The construction of efficient waveforms for short packets.

The three activities address both theoretical and engineering aspects, and they provide guidelines for 

the design of satellite links for short packet transmission. 
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SATELLITE NAVIGATION – QUO VADIS?

by

Günter W. Hein
Emeritus of Excellence, Bundeswehr University Munich
Chairman of the Executive Board, Munich Aerospace

ABSTRACT

This paper outlines the status of satellite navigation – without claim for completeness – and discusses 

the various global GNSS, regional (RNSS) and augmentation systems (SBAS). It emphasizes mainly 

the roles of the European Commission (EC) and the European Space Agency (ESA) as well as the out-

come of Space19+, the ESA Ministerial Conference November 2019. In Germany and Bavaria, the  

research projects are outlined which were funded by DLR Raumfahrtmanagement. 

In the second chapter the perspectives are discussed: ARAIM and Satellite-based Augmentation Sys-

tems (SBAS), the Potential of 5G Wireless Networks, New Space and addressing the main challenges 

of satellite navigation in the next years. Finally, the megatrends of satellite navigation are briefly 

outlined with regard to GNSS, RNSS, SBAS, CubeSats and mini-satellites, receiver, safety and security, 

GNSS and space debris. Two final remarks are closing this paper: the difficulty to predict the future 

over more than three years and the value of the satellite navigation systems.

SATELLITE NAVIGATION: WHER ARE WE NOW?

THE GLOBAL NAVIGATION SATELLITE SYSTEMS (GNSS)

Four Global Navigation Satellite Navigation Systems are available for the users, two already fully available, 

one of them to be finished first half of 2020 (BeiDou) and the other to become fully operational end of 

2020 (Galileo). Assuming an unobstructed view, 37 GNSS satellites could be used on 21 April 2020 in 

Munich considering a mask angle of 100 (Fig. 1):  GNSS – A System of Systems (Fig. 2). 
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2020 > 140 GNSS/RNSS/SBAS Satellites
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Fig. 2: GNSS: A System of Systems

Fig. 1: GNSS Satellites in View in Munich on 21 April 2020

Reference: https://qzss.go.jp/en/technical/gnssview/index.html
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Three-dimensional positioning and navigation require four satellites in minimum for three-dimensi-

onal positioning and navigation. Thus, even in urban areas we may see some redundancy in satelli-

tes. The so-called interoperability (in its most strict sense assuming same center frequencies but 

different codes) achieved between almost all of the four GNSS may have the drawback that the inter-

nal noise floor is increasing causing eventually problems in signal acquisition of the receivers (Hein, 

2010). According to this, the benefit of various GNSS when the number of its satellites is, let us say 

higher than 24 is questionable since all receivers are of type multi-GNSS ones (at least in the civilian 

world) and no more receivers considering only one system are sold. Similar arguments can be found 

also for the regional satellite navigation systems; their main purpose can be only military or to follow 

the high-tech developments in that satellite field. For example, the two regional systems of Japan 

(QZSS) and of South Korea (KPS) are located so near together that both will be visible for the users in 

the corresponding countries. 

Global Positioning System (GPS), USA. The first two satellites of the next generation GPS III were 

launched 23 December 2018 and 22 August 2019 respectively and have successfully completed the 

in-orbit check. The main new features of the GPS III satellites include increased accuracy and trans-

mission power, inherent signal integrity, the new L1C civil signal and a longer life of 15 years. The 

next generation Operational Control System (OCX) will be ready for transition to operations mid of 

2022.

GLONASS, Russia. The last GLONASS-M launch took place on 11 December 2019 with one of the next 

generation satellites (GLONASS-K) as part of the constellation. Main changes are the introduction of 

CDMA signals while keeping the FDMA signals, improvement of the on-board clock stability, the  

future addition of an IGSO regional part (GLONASS-B) - similar to BeiDou - and a better world-wide 

geographically distributed control network (currently Russia only). Meanwhile on-board cross-links 

are used for orbit and clock updates outside the current ground control visibility.

Galileo, European Union. The next two satellites to be launched with Soyuz spacecraft are planned 

for end of 2020 or beginning of 2021, upgrading the constellation to 24 operational satellites (inclu-

ding three in-orbit validation (IOV) satellites. Based on this, the European Union may declare then 

“full operational capability” depending on how this will be defined. Earlier EC statements were loo-

king for 30 satellites. The signal-in-space error (SISE) of about 0.25 m (95%) achieved in 2019 is smaller 

than that of GPS. However, these values depend on the update rate frequency of Galileo (100 min) 

versus GPS (12 hrs). Galileo experienced an outage from 11 July to 17 July 2019. The 6-day service 

outage in July occurred during a system upgrade in the ground infrastructure. In the middle of the 

upgrade in one of the two Galileo control centers, a mishandling of a temporary equipment triggered 

the calamity. Then followed an unfortunate series of events as an unintended time offset was propa-

gated to the other control center due to technical anomaly of an equipment and non-standard con-

figuration of the equipment that was subject to the anomaly. The contract for the first order (Batch 

4) of Galileo transition to G2G (Galileo second generation) satellites is planned to be placed end of 

2020. Batch-3 for in-orbit spares and replacements for the oldest Galileo (IOV) satellites (2011/12) 

contained 12 satellites. Since then, the decision for a now free-of-charge “commercial service” has 

been taken and the old commercial service will be replaced by a High-Accuracy Service (HAS) and a 

Service Authentication Service (SA), expected to become operational in 2020. The High Accuracy  

Service will provide Precise Point Positioning (PPP) in E6B and achieve accuracies of 20 to 40 cm 
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globally, with a 5-minute convergence. Additional corrections broadcast regionally in Europe will 

have target convergence within 100 seconds.

BeiDou, China. Since November 2017, there were 18 successive launches within two years. 28 BDS-3 

satellites and BDS-2 backup satellites have been successfully injected into the designated orbits 

while the BDS-3 construction has entered the final stage. Two more GEO satellites will be launched 

during the first half of 2020; the launch of all BDS-3 satellites will be completed six months ahead of 

the scheduled target (already mid 2020). The nominal BeiDou constellation consists of 24 MEO, three 

IGSO and three GEO satellites. 

The orbital constellations of the four GNSS, as per 7 January 2020, can be found in Tab. 1.

GNSS CONSTELLATION - STATUS GPS GLONASS GALILEO BEIDOU
07.01.2020

Total satellites in constellation 33 28 24 48

Operational 30 23 22 48

In commissioning phase 1*   

Included in operational constellation    35

Not included in orbital constellation    13

Under maintenance 1 3  

Spares   1  

In flight test phase  1 2 

In decommissioning phase 1   

IOV SVs included in operational constellation   3 

Table 1: GNSS Orbital Constellations       *The first GPS II satellite was set healthy on 13 Jan 2020

REGIONAL NAVIGATION SATELLITE SYSTEMS (RNSS)

Indian Regional Navigation Satellite System IRNSS/NAVIC (Fig. 3). The independent Indian satellite-

based positioning system for critical national applications has the main objective to provide reliable 

position, navigation and timing services over India and about 1,500 km around India. It has been (re-)

named NavIC (Navigation with Indian Constellation) recently. It consists currently of three GEO and 

five IGSO satellites. In January 2017 a complete failure of IRNSS 1A occurred when all three atomic 

clocks failed. One launch (IRNSS-1H, on 3 August 2017) was unsuccessful; the satellite could not 

reach orbit.
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Fig. 3: The Indian Regional Navigation Satellite System (IRNSS/NavIC)

Reference: http://www.isro.gov.in

The Japanese Quasi-Zenith Satellite System (QZSS) (Fig. 4) is a complement to GPS and a GNSS aug-

mentation. It will serve after 2020/23 also the Japanese (multifunctional) satellite-based augmenta-

tion system (SBAS) called MTSAT (or MSAS). Three other satellites will be added after 2023 extending 

the current system with four IGSO satellites.

Fig. 4: The Japanese Quasi-Zenith Satellite System (QZSS) 

Reference: http://qzss.go.jp/en/

The Regional South Korean Positioning System (KPS) (Fig. 5). In its 3rd Basic Plan for Space Develop-

ment the South Korean government has decided in February 2018 to plan its own regional satellite 

navigation system of three GEOs and four elliptical IGSOs, similar to NavIC and QZSS, covering South 

Korea and about 1000 km of its surrounding area.
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1000 km

Satellite constellation Target service area

Fig. 5: The Regional South Korean Positioning System (KPS) – Constellation and Target Area       

Reference: Moonbeom Heo (2019)
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Reference: https://www.gsa.europa.eu/sites/default/files/brochure_o_2017_v6.pdf (Fig. expanded)

SATELLITE-BASED AUGMENTATION SYSTEMS (SBAS)

SBAS has the two main purposes: to provide integrity for civil aviation and to transmit differential 

GNSS and ionospheric corrections. This is achieved by geostationary satellites (in general two to 

three per SBAS) which are transmitting the so-called integrity message and the corrections. A corre-

sponding ground network covering the area under consideration determines the integrity of a GNSS, 

the differential and ionospheric corrections and uplinks it to the GEOs. Europe is currently developing 

EGNOS V3, the first dual-frequency (L1/E1, L5/E5a) dual system (GPS, Galileo) worldwide SBAS to go 

into operation around 2026 when Full Operational Capability (FOC) of GPS L5 is available. Fig. 6 shows 

global SBAS realised and under development:
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SATELLITE NAVIGATION IN EUROPE

In the Treaty of Lisbon which entered into force on 1 December 2009 the European Union defined 

explicitly its space policy in Art. 189 and the so-called “space clause”. It says among others:

___________________________„1. To promote scientific and technical progress, industrial competitiveness, and the  
implementation of its policies, the Union shall draw up a European space policy. To this end, 
 it may promote joint initiatives, support research and technological development, and 
coordinate the efforts needed for the exploration and exploitation of space.” … and„3. The Union shall establish any appropriate relations with the European Space Agency. …”
___________________________

Various regulations followed over the years, leading to the status of Galileo/EGNOS (satellite naviga-

tion) and Copernicus (Earth observation) considered as “EU flagships” where the EC is the programme 

manager.

In the last Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL estab-

lishing the space programme of the Union and the European Union Agency for the Space Programme 

and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013, (EU) No 377/2014 and Decision 

541/2014/EU dated 6 June 2018 further space areas should be taken over by the EC: Space Surveil-

lance Tracking (SST) and GOVSATCOM (satellite communication).

With the election and confirmation of the new Commission in 2019 also a new directorate was foun-

ded: Defence Industry and Space – DG DEFIS.

The above-mentioned proposal for a new regulation reached a “partial political agreement” in April 

2019. Remaining issues are the overall EU space budget and its distribution between Galileo and 

Copernicus, an article concerning participation of third countries (UK Brexit) and the Financial Frame-

work Agreement between EC and ESA. The new Croatian EU council presidency intends to address 

this again in the first half of 2020. The following German presidency may finalise it by the end of 

2020. If there are no drastic changes to this regulatory proposal it will result in a further loss of res-

ponsibilities of the European Space Agency (ESA) and an increase of responsibilities for the European 

Union Agency for Space Programmes (new name for the GSA according to the proposal of the regu-

lation mentioned above).

The ESA Directorate of Galileo Programme & Navigation Related Activities is no more program mana-

ger for Galileo and EGNOS. It carries out only work under EC delegation agreement, GSA Working 

Agreement and EU financial framework for system evolution, development of the ground segment 

and design and development of the satellites. The GNSS Agency (GSA) in Prague is managing EGNOS 

and the Galileo ground segment as well as all research with regard to down-streaming activities in-

cluding the user segment (receivers). The general Galileo and EGNOS research is governed by Horizon 

Europe, the research program of the EU. Whether still something may change with the new EC Direc-

torate General for Defence Industry and Space (DEFIS) and a new director and following discussions 

between the new position holder, the Member States and the ESA Director General is unclear.
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Thus, the ESA-only program in satellite navigation is NAVISP (Navigation Innovation and Support 

Programme) which has to arrange its research as a niche between that of the EC, of Horizon Europe, 

of GSA, the basic space research of the ESA Directorate of Technology, Engineering and Quality (TEC) 

as well as that of the newly created ESA Downstream Gateway with its integrated applications.

Nevertheless, the ESA Member States recognised at Space19+, the ESA Ministerial Council meeting 

in November 2019, the strategic value of the programme. They have allocated 72.19 M€ to NAVISP 

Phase 2 for the next three-year period which corresponds to an average annual budget of around 24 

M€. This is a substantial increase compared to the allocation for Phase 1 which averaged 13.7 M€ per 

year. United Kingdom (20 M€) and Italy (15 M€) are the largest contributors. As in Phase 1, Germany 

is expected to join Phase 2 later, hopefully by the end of 2020. When looking at the overall results of 

Space19+ (ESA Council, 2019) and Germany’s part as contributor it becomes obvious that ESA’s own 

satellite navigation programme plays only a very minor role for Germany.

SATELLITE NAVIGATION IN GERMANY AND BAVARIA

In a political note on space policy and New Space, the Federation of German Industry (Bundesver-

band der Deutschen Industrie e.V., BDI) expressed in May 2019 the importance and the chances of 

the future space technology market for the German industry and underlined satellite navigation as 

one of the areas under consideration. 

The national program “Navigation” of the DLR Raumfahrtmanagement has more or less a constant 

budget of approx. 50 M€ over five years which is allocated annually in varied portions according to 

current needs. 

In 2019 projects on InfraRed-Astronomy-Satellite-Swarm-Interferometry (IRASSI) (TU Braunschweig, 

UniBwM, MPIA Heidelberg, Menlo Systems GmbH, Martinsried), on Safe landings without navigation 

aids on the ground (with optical assisted navigation) (TU Braunschweig, TU München) and on Simu-

lation-supported and assisted ship guidance (Hochschule Wismar) were finished. The second project 

saw a continuation with regard to Vertical Take-off and Landing (VTOL) and the third one on Autono-

mous Navigation and optimized Manoeuvring of cooperating ship in safe-critical areas.

In addition, a project on Optimal Assisted, highly automatized, autonomous and cooperative car  

navigation and localization (OPA³L) as well as one on Quantum Space Navigation (QGYRO) started.

Current and future topics in 2020 are: autonomous navigation (also for extra-terrestrial scenarios) of 

Uni Bremen, quantum technology like optical clocks, and quantum inertial sensors of Uni Hannover. 

The technology programme on the Galileo Public Regulated Service (PRS) continuous over the next 

four years in parallel with a budget of approx. 20 M€  funded by the Federal Ministry of Transport and 

Digital Infrastructure (BMVI).

Following funding approval by the Budget Committee of the German Bundestag the Galileo Compe-

tence Center was founded end of 2019 in Oberpfaffenhofen/Bavaria.
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“The Galileo Competence Center identifies and develops concepts, systems and subsystems to con-

tribute to the improvement of the reliability and performance of the present and future generations 

of the European satellite navigation system Galileo/EGNOS. Among other things, optical and quan-

tum technologies will be investigated that prove to be particularly promising for an improved  

system. The center tests and validates promising technologies for future generations of navigation 

satellites in collaboration with ESA and GSA (European Global Navigation Satellite Systems Agency), 

but also independently” (from www.dlr.de). 

The Bavarian Ministry of Economic Affairs, Regional Development and Energy currently supports a 

project on CubeSat formation flying of Professor Schilling, University of Würzburg, Germany and 

Zentrum für Telematik e. V., Würzburg.

The Anwendungszentrum GmbH Oberpfaffenhofen (AZO) - in cooperation with the European Com-

mission, the GSA, ESA, DLR and the German Federal Ministry of Transport and Digital Infrastructure –  

is organizing the “Galileo Masters” since 2004, the international innovation competition for path-

breaking ideas and applications of satellite navigation. It is supplemented by the “Galileo Accelerator”,  

an instrument enabling entrepreneurs and start-ups to move their ideas into business incubation 

programmes. 

SATELLITE NAVIGATION – THE WAY FORWARD

ARAIM and SBAS

It is generally recognised that ARAIM has a great potential for SBAS. Horizontal ARAIM is expected to 

be available around 2023 and vertical ARAIM following a few years later. SBAS systems are guaran-

teed until 2035, especially for aviation. But what happens after 2035? Will SBAS systems become 

obsolete?

POTENTIAL OF 5G WIRELESS NETWORKS

Introduction of 5G wireless networks is expected in the next few years (Fig. 7). The standardisation 

process for the first release incorporating 5G capabilities was completed in June 2018 with 3GPP 

Release 15. 5G technology with its many new mission-critical services and positioning applications 

may represent a new mobile revolution in the wireless landscape. The main targets include the inter-

net of Things (IoT) and ultrafast enhanced mobile broadband using millimeter wave bands and small 

cells. A competitor of our GNSS? Or will the number of GNSS applications decrease? Or, most likely,  

a hybridization GNSS/5G will start to develop.
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Fig. 7: 5G Wireless Networks Applications 

Reference: Prieto-Cerdeira et al (2018)

SATELLITE NAVIGATION AND NEW SPACE
(Hein 2018, Reid et al, 2018)

And there is the New Space movement, sometimes called alt/alternate space. Although there is no 

unique definition, it is certainly a movement and new philosophy, encompassing a globally emer-

ging, private spaceflight and aerospace industry which is more socio-economically-oriented. In other 

words, working commercially and independent of governmental-funded (political) space programs 

with a faster, cheaper and better access to space.

Examples for such systems in near future might be the low-earth orbit (LEO) systems with many 

hundreds or even thousands of mini-satellites mainly dedicated for communication and internet. 

OneWebb and SpaceX Starlink/Samsung are presently being built-up. On the aerospace industry 

side, the company SpaceX is an example for New Space. 

Amazon’s project Kuiper will move in 2020 to permanent research and development headquarter 

with state-of-the-art facilities for the design and testing of its planned mega-constellation of 3236 

LEO satellites in altitudes of 590/609/629 km for low-latency, high speed broadband. Telesat Canada 

has similar plans for broadband communications scheduled to start operations from their LEO satel-

lites (first Phase 1 LEO satellites were launched in 2018).
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But, can those LEO systems be used for satellite positioning and navigation?

Some quick considerations: GPS signals broadcast at 27 Watts which are received at 158 x 10-18 

Watts on Earth. Signals of OneWebb and SpaceX Starlink are 1000 x (30dB) stronger compared LEO 

vs. MEO (GNSS). But it takes 7 LEOs to match the coverage of 1 MEO.

200+ LEOs are needed for similar coverage – no problem, all mentioned LEO systems have significant-

ly more than 200 satellites. Consequently, the geometry (Dilution of Precision - DOP values) is three 

times better than that of present GNSS. Considering further that a positioning error is approximately 

signal-in-space (SIS) user range error (URE) x geometry, it becomes clear that the LEO system’s geo-

metry is three times better and relaxes the URE. A constellation like OneWeb/SpaceX Starlink could 

have three times worse URE and still reaches a positioning performance comparable to GPS (about  

3 m horizontally, 4-5 m vertically). 

The chip-scale atomic clocks (low power < 120mW, small size 17 cc volume, low-cost < 1000 USD … 

300 USD) in the LEO satellites are approximately 100 x worse at one day compared to GPS atomic 

clocks. However, we may get comparable performance if they were updated once per LEO orbit  

(approx. every 100 min) instead of once per 12 hours (GPS). Simple computations of LEO orbits by 

ground stations indicate that it is possible to achieve 3 m RMS, if using in addition cross-links even 

approximately 1.5 m.

What about costs? No taxpayer’s money has to be provided by governments…?

One can only speculate whether or not all LEO systems for satellite communications and internet 

mentioned above will be actually realised. As a result, tremendous competition for market shares 

would ensue between the companies, also affecting terrestrial communication, in particular 5G  

Wireless. Also, I would not expect the various companies to modify their payloads to include satellite 

navigation as discussed above.

However, the Beijing Future Technology Company (Mudan et al, 2019, Yang, 2019) is planning, deve-

loping and will operate a LEO satellite-based augmentation system to the MEO GNSS, called Centi-

space-1 (Fig. 8). Small satellites with a weight of approx. 100 kg in a Walker constellation 120/12/0, 

an altitude of 975 km and an inclination of 550 should receive GNSS from the MEO satellites and 

transmit in GNSS L1/L5 interoperable frequencies. High-speed crosslinks between the satellites are 

designed.  The launch of a first experimental satellite happened already 2018, five experimental  

satellites will follow in 2020. Between 2021 and 2023 120 operational satellites will be launched and 

the ground segment finalised. Centispace-1 will deliver  high accuracy and service of the order of  

50 cm and an integrity service with an alarm time < 3 sec and 99.99 % global availability. In the  

combined processing with MEO GNSS data a point positioning < 10 cm with a significantly smaller 

convergence time of less than 1 minute (due to the high doppler of the LEO satellites) is expected.
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Fig. 8: The Centispace-1 LEO Satellite-based Augmentation System               Reference: Yang (2019)

However, these will be not the latest developments over the next years. The Cubesat technology and 

many low-cost low power miniaturized sensors fitting on them will enable many new Internet-of-

Things (IoT) applications as well as the LEO augmentation of various MEO GNSS.

ONE OF THE MAIN CHALLENGES OF SATELLITE NAVIGATION

GNSS jamming devices can be easily bought by everybody, in particular on the internet. In many 

countries these may be purchased legally though their use is not permitted. All kinds of intentional 

and unintentional interferences in the GNSS band can be expected to increase. In addition, spoofing 

devices are nowadays readily available which in the past were available for military use in navigational 

warfare (NAVWAR) only. There are some measures undertaken to monitor interferences but these are 

more on a local and regional scale. Most of the GNSS receivers are neither equipped with interfe-

rence and spoofing detection nor mitigation software for those effects. GNSS satellites of the past 

were not prepared for cyber attacks.

However, all those developments may have a crucial impact on safety-related applications. Providing 

secure and trustworthy satellite navigation will be one of the main future challenges.

MEGATRENDS IN SATELLITE NAVIGATION

Global navigation satellite systems. As mentioned above, all of the four GNSS will be fully operational 

available by the end of 2020/beginning of 2021. The Chinese BeiDou, also the last one which started 

with the developments, is the most advanced: It is the only one which has a regional part with IGSO 

satellites (which will be also used for the transmission of SBAS messages) and it will be already  

extended by a LEO component called Centispace in the next years which significantly improves the 

convergence time of high-precision absolute positioning. 
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GPS III will improve its robustness over the next years whereas Galileo still has to prove it (in particu-

lar after the long outage in 2019). ESA has studied a regional aspect of IGSO satellites over Europe 

with regard to the evolution of the system. However it is still unclear whether it will be realised with 

the second generation after 2025. The Russian GLONASS system has similar plans (GLONASS-B). 

What is even more needed however is a globally distributed ground control system.

Regional navigation satellite systems. The South Korean RNSS will be developed over the next decade – 

overlapping the Japanese QZSS system which will be further expanded to 7 satellites.

Satellite-Based Augmentation Systems (SBAS). It is expected that after the first dual-frequency dual-

system EGNOS V3, also Russia and China will incorporate in their SBAS their own GNSS (GLONASS 

and BeiDou) in addition to GPS. Whereas the SBAS in South Korea, in Russia, Australia and China are 

still being developed, and a guarantee of the availability of SBAS for civil aviation is guaranteed till 

2035, is ARAIM showing already its large potential for providing Cat-I integrity similar to SBAS. Hori-

zontal ARAIM will be available in the next 3-4 years and vertical ARAIM might come by the end of this 

decade. Will it replace then the SBAS after 2035?

CubeSats, mini- and nano-satellites. The potential of CubeSats and the availability of miniaturized, 

low-power and low-cost sensors for those mini- or nano-satellites in LEO is increasing with every day. 

Thus, many IoT and other Earth observation applications become possible on a regional scale with 

 a relatively small budget. CubeSats have passed the time where they were only considered as an 

educational tool for universities. The expensive space hardening of the payload is replaced by chea-

per smart (redundancy) techniques. CubeSats will form space augmentations to the present GNSS 

over the next years. Exploration to Moon, Mars and other planets will take advantage of it. Corres-

ponding studies are already running. 

Digitalisation and artificial intelligence will be considered in GNSS payloads and space traffic  

management. Quantum communications will contribute to a more reliable and trustworthy satellite 

navigation.

In the next years we will see many projects addressing one of the main challenges of satellite navi-

gation: GNSS safety and security (space cyber security).

GNSS receiver. Although the H/W and S/W tools, like the inertial navigation system on a chip, the 

chip-scale atomic clock, the phased array antenna, detection/mitigation techniques for interferences 

are developed and jamming and spoofing may be happening, is the consideration of those tools in 

the civilian receivers still rare. Smartphones have seen some progress, which are nowadays equipped 

with almost all GNSS and RNSS. Android phones provide the capability to use GNSS raw data and can 

use self-developed software for specific user applications. It is only to be expected that more and 

more sensors combining various navigation methods will be implemented over time.

5G wireless networks (Fig. 7). Assuming a dense network of base stations, wireless 5G is able to  

provide centimeter navigation - however, only on a local or regional scale. Will it be substituting or 

complementing the global GNSS? Interesting developments – to be carefully followed and monitored.
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Fighting with Space Debris. As mentioned above, thousands of satellites will be launched in the  

coming years. The International Space Station (ISS) had to change its course often in the past in order 

to avoid getting seriously damaged by space debris and other satellites. Therefore, space traffic  

management studies have started at ESA and will intensively continue over the next decade. Naviga-

tion of satellites will play an important role.

SOME FINAL REMARKS

1. Although we had to think in longer timeframes considering the developments of GNSS (which 

took almost two decades) it is hard to predict the future of satellite navigation. Like computers GNSS 

receivers are depreciated over a time of three years. It is therefore understandable that a forecast for 

more than 10 years is almost impossible.

2. If we look to the future of GNSS and RNSS, we have to accept:

The signal is weak... The signal is easily jammed...The signal can be spoofed... The signal is subject to 

atmospheric perturbations...The signal doesn’t penetrate buildings...The signal has problems with 

urban and natural obstructions...

But is there a real substitute or alternative to GNSS?

- Back-up by eLoran? Iridium?

- Chip-scale atomic clocks, other terrestrial systems?

- Map matching, radar, lidar, vision?

- Com cell-id, INS, WiFi?

However, none of the above are also all-weather systems, have  
excellent accuracy, global coverage, high reliability, low cost, 
low complexity, minimal infrastructure needs, versatility ...
Satellite navigation systems are not like other space projects serving only small scientific communi-

ties and last only for a few years. They are serving every citizens with PNT (position, navigation, time). 

PNT is never the primary product; it is an enabler for many value-added applications. The critical infra-

structure of many states depends already on GNSS. After almost two decades of building up the  

satellite systems, satellite navigation will stay many decades…
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The situation of the space launch sector has changed drastically over the last couple of years. In the last 

century, only countries with either a strong economy or military forces had been able and willing to de-

velop and maintain launch vehicles. These old players are now challenged by New Space. As of today, 

more than 60 countries own and operate satellites while other countries new to this technology develop 

and operate launchers. The field of small launchers in particular has grown almost exponentially in the 

last couple of years with currently almost 100 different launch vehicles under development, undergoing 

qualification or having reached operating status. Most of the newcomers aim at sun-synchronous or 

low-Earth orbits carrying payloads of less than a few hundred kilograms. In Bavaria alone two compa-

nies, Isar Aerospace and Rocket Factory Augsburg, aim at both development and operation of small  

launchers. All these new players in the field heavily promote and even totally rely on the concept of  

low-cost development and production with the result of a much cheaper and thus more democratic 

access to space. 

Survival in this highly competitive market niche clearly requires a price tag for a launch of significantly 

less than ten thousand euros per kilogram of payload as well a very reliable launch vehicle which is also 

capable of precise orbit insertion. While some of the newcomers aim solely at extremely low-cost  

expendable solutions, others further development and operation of at least partially reusable systems to 

meet these goals, following the example of Space-X. 

Looking at these developments, at least two questions come to mind: 

One: who will be fast and competent enough to secure sufficient funding for the development of such 

a vehicle, and 

Two: will the business case the companies follow still hold. 

It is doubtful whether companies aiming at constellations of 100 or more satellites will choose small 

launchers to bring their systems in orbit, accepting a much longer time-to-market in the process; they 

may much rather choose an established launch service provider who is capable of delivering multiple 
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satellites into the desired orbit with one single launch, thus reducing time-to-market substantially.  

Obviously, with large numbers of small and cheap satellites in orbit the chance of failures and subse-

quent increase of debris in these orbits will rise. This may turn out to become a valuable market niche for 

small launch vehicles. Hence, in addition to the development of a low cost launcher, the new launcher 

companies may have to develop strategies and systems for capture and removal of space debris as well. 

Multiple ignition and high specific impulse would be such a system’s key requirements for reducing the 

weight of the propulsion system. 

In the past, hypergolic propellants, i.e. nitrogen-tetroxide and derivatives of hydrazine, were chosen to 

meet these requirements. However, the EC has put the latter on its list of dangerous substances and may 

sooner or later ban them from further use in space applications. In addition, handling of these propel-

lants is time-consuming and costly, contradicting the vision of low-cost launches. 

While Space-X applies hypergolic-assisted ignition using a mixture of B(C2H5)3 and Al(C2H5) which are 

equally difficult to handle and expensive, other companies may look for different solutions employing 

propellant combinations with higher specific impulse such as methane/oxygen. They may use either 

classical pyrotechnic or spark ignition, or develop systems using either laser or even resonance ignition. 

Within the safety in orbit topic, Munich Aerospace has been funding a project which tackled the challenges 

in the wake of developing green propulsion as well as reliable ignition technologies for said applications.
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On the whole, the year 2019 was a successful year for the launcher community with 102 launches  

globally. The 102 launches included five failures, three of which were caused by new Iranian launchers as 

well as one in China and one in Europe (Vega).

The year 2019 marked a further slight increase in the annual launch rate over the past decade. While 

Russia and the Ukraine were the leading launching states during the period 2010 to 2014, recent years 

have witnessed a shift of leadership to the United States of America and the People’s Republic of China. 

The US situation is supported by the leading role of Space X with its powerful and commercially attrac-

tive Falcon 9/Falcon heavy rockets; the latter carried out 13 of the 27 US launches in 2019. The US launch 

record continues to demonstrate a strong domestic sector (NASA, DoD) but illustrates a sharp rise in  

international commercial missions primarily due to the attractiveness of the Space X Falcon rockets.

The increasing Chinese market can largely be attributed to national satellite and human space flight 

missions.

India has consolidated its role within the global launching community. The newcomers, Israel and Iran, 

have performed first launches with the usual mixed results for completely new developments.

Period EUR USA R/Ukr PRC Ind Jap Oth* Total 

10–14 31 80 158 82 13 14 6 384

15–19 43 130 106 126 29 22 3 459

Total 74 210 264 208 42 36 9 843

Table 1: Successful launches worldwide 2010 to 2019  

*others: Israel, Iran, Korea (DRP, RP).
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Most remarkable is the high number of new launcher developments predominantly for large pay-

loads into low-Earth orbits (LEO), and heavy payloads for commercial launches into geostationary 

transfer orbits (GTO).

LEO missions comprise future robotic and human exploration missions but also the launch of cons-

tellations into near-Earth orbits along with other missions for civilian and military applications. For 

the most part, GTO missions are planned for future civilian and security telecom applications.

The large amount of new developments is mainly due to high expectations on the number of public 

and private missions for new applications (telecom, navigation, Earth observation), new extensive 

exploration programmes (Moon, Mars, other) and new military programmes (space forces, security). 

Another major driver is the forecast annual growth of the space market up to 1,000 billion US dollars 

by 2040.

Country Launcher LEO(t) GTO(t) Operation 

USA Vulcan 18-35 7-16 2021 to 24

    Starship 100 --- 2021

 SLS 70-130  --- 2020/22

 New Glenn 45 13-24 2021/22

 OmegA  --- 6-9 2021

Russia Proton L/M  --- 4-6 on hold

  Angara 15-35 3-13 on hold

   Soyuz 5 17 2.5 GEO 2023

  Yenisei 5 70-140  --- 2028

Ukraine Cyclone 4 5  2 2020

Japan H3 --- 2-7 2022

PRC Long March 9 100-140 --- 2030

India GSLV Mk III --- 6 open

Europe ARIANE 62/64 10-22 5-11.5  2020

Table 2: Major new launcher developments worldwide.
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Private US investors are boosting the launcher market and will support the development of more 

competitive products (Space X, Blue Origin, Orbital).

On the one hand, the situation in Europe is extremely positive with 90 high performance ARIANE 5 

launches in succession since 2013. On the other hand, ARIANE 5 faces considerable problems on the 

commercial telecom market due to a shrinking market and heavy international competition, espe-

cially with US competitors (Falcon 9).

In spite of the recent failure with VEGA in July 2019, this launcher has performed 14 successful flights 

since 2012.

Europe carried out eight successful launches in 2019 (4x ARIANE 5, 2x Soyuz, 1x VEGA)

The development of ARIANE 62/64 should improve the competitiveness of the European launcher, 

but will still need further action to maintain Europe’s important role in the commercial market.

Actions must encompass the following elements:

-  Europe must exclusively use European launchers for  

all public national, ESA and EU missions, as was the case 

for many years in all other space nations (USA, PRC, R, J 

and others).

-  The European launcher industry has to continue the  

integration process that was successfully initiated with  

the creation of the company ArianeGroup. This process  

should continue and further restructure the European  

launcher industry in order to improve efficiency in develop- 

ment and production, whilst maintaining the launcher  

products´ high level of reliability.

-  Europe (ESA, EU, nationals) should continue to improve  

the performance and competitiveness of ARIANE 6. The  

ESA-Ministerial Conference in November 2019 yielded  

positive results in the form of a solid budget for launchers.  

This will ensure a large number of improvements for  

ARIANE 6 and VEGA so that Europe´s independent access 

to space is secured in the future.

Fig 1: Ariane 6 – Europe’s new large launching system.

©
 E

SA
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Max. Payload (t) ARIANE 62 ARIANE 64 

 LEO 10.35 21.65

SSO 6.50 14.90

GTO 5.00 11.50

Table 3: ARIANE 6 planned payload.
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ABSTRACT

New Space and digitalisation are having a great impact on the space community. All areas of the value 

chain are being affected; many paradigms are changing and will continue to change. There are new 

business models, new space-based products and new mission architectures; these are leading to new 

ways of satellite development and manufacturing and new operational concepts. But there are also new 

risks and threats in the form of several major challenges for the space community, and it is of the utmost 

importance that Germany and Europe keep up with the changing world of New Space and digitalisation. 

It is essential to take advantage of the many opportunities that lie in New Space and digitalisation to 

make a successful and relevant contribution to future space exploration. This paper provides an overview 

of the various changes and challenges the space community is facing in the era of New Space and digi-

talisation.

THE WIDE-RANGING IMPACT OF NEW SPACE

New Space is closely related to digitalisation, representing a significant transformation affecting products, 

processes and business models that requires shifts in quite a few paradigms:

- manufacturers changing their way of developing satellites

- operators changing their way of operating satellites

- data owners changing their products and services and their modes of delivery to users.

Today’s data processing (data fusion, automated data analytics, big data) is based on new paradigms of 

service-oriented, user-centric and user-adaptive delivery of products and services. 
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A NEW KIND OF PRODUCTS: FROM DATA TO SERVICES

The main point of digitalisation in space is offering services to users. This is one of a core attribute of  

digital business. Data provided by satellites are heavily processed and delivered to users in a concise and 

easy-to-understand format. Most users are no longer interested in the origin of data (e.g. space or other 

data sources) but rather in the information derived from it.

As a consequence, the user is fully dependent on the processed and formatted data. Hence, an interme-

diary is needed who understands the raw data, the needs of users and the methods that can be applied 

to transform data into the desired services and products. This is evident in the marketplace, where we 

see many new companies arising and evolving to serve as go-between.

The following are just a few examples of the hundreds of companies that are already offering or plan-

ning to offer such services: 

- Munich-based Ororatech, providing detection and monitoring of wildfires, 

- Berlin-based LiveEO, offering infrastructure monitoring from space, and 

- Amsterdam-based GreenCityWatch, providing geospatial data analysis.

The products of such companies frequently combine data from different sources. This fusion of multi-

modal data forms the basis for significant improvements and the development of new products and 

services. High altitude pseudo-satellites (HAPS), networks of sensors and crowd-based data are examples 

of data sources that illustrate this trend.

The performance of the relevant digital technologies – data fusion, data analysis, deep learning, artificial 

intelligence, big data etc. – has improved tremendously in recent years, and these will be unfolding their 

full potential in the years ahead.

Such parameters as age of the data or information, quality, reliability, coverage, reach and availability are 

equally relevant in determining the value of data.

Earth observation satellites, the various global navigation satellite systems and communication satellites 

are key elements for generating and distributing relevant data for the new digital products and services 

because data are the new oil; satellites are the pipelines and drilling rigs.

New business models and the value criteria for data mean that traditional approaches in the space sector 

need to change.
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A NEW APPROACH TO MISSIONS: FROM ONE TO MANY

The systems, i.e. satellites and ground infrastructure, have to be more flexible (adaptive, agile, reactive) 

in their operation. In addition, the time from development to manufacturing to deployment in orbit has 

to be reduced. This is true as well for life-cycle cost (development, manufacturing, launch, operation, 

disposal).

These requirements bring about new mission concepts and mission architectures. There is currently  

a shift towards smaller satellites and away from classic large multi-instrument/multi-purpose Earth 

observation and communication satellites. Smaller satellites reduce complexity, resulting in higher flexi-

bility and faster turnaround times in the development process. 

There is also a tendency to use multiple satellites instead of a single one to fulfil mission goals. This favours 

the deployment of fractionated and distributed systems, resulting in constellations, formations or 

swarms of spacecraft. These network-dynamic systems can provide many improvements and hold  

advantages compared to hitherto conventional mission architectures.

The availability of many co-operating spacecraft for Earth observation or other tasks yields improved 

coverage in the temporal and spatial domain. This is an essential key performance parameter for the 

generated data. And network-dynamic systems have other advantages as well:

- Simultaneous and coordinate measurement (e.g. application of interferometric methods),

- ability to use different sensors on different spacecraft (multi-modal measurements),

- ability to change formation geometry and thus the measurement configuration,

- adaptability to changing mission goals,

- good scalability through addition or removal of spacecraft,

- good maintainability through replacement of degraded or faulty satellites,

- possibility of gradual system upgrade by replacing satellites,

- robustness against failure of a single spacecraft,

- acceptance of greater risk for a single spacecraft due to redundancy layout of the overall system,

- performance of tasks that would go beyond the capabilities of a single spacecraft

- etc.

In general, the deployment of network-dynamic systems allows much better reflection of top-level requi-

rements in the mission architecture, e.g. user-centric, user-adaptive, flexible, short reaction time, age of 

data, coverage, low cost etc.

Prime examples of the success of this new kind of business model are the fleets of spacecraft operated 

by the companies Planet (approximately 350) and Spire Global (approximately 60). The planned imple-

mentation of the Israel-German mission CloudCT which received a grant from the European Union (the 

Center for Telematics in Würzburg is to develop the satellites) is another very good example of how new 

products can be created with network-dynamic systems. CloudCT will employ a formation of 10 Cube-

Sats to provide 3-D cloud scans.
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Fig 1: Mega constellation coverage 

https://www.esa.int/ESA_Multimedia/Images/2019/11/Mega-constellation_coverage

NEW MISSIONS – NEW REQUIREMENTS

Changing mission and system architectures, as discussed above, are giving rise to new requirements 

for the development, design, production and operation of spacecraft. 

Some top-level requirements for the development and manufacturing of satellites include

- mass production,

- fast development, manufacturing and deployment cycles,

- efficient development management/complexity control,

- low cost.

©
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Spacecraft operation on the other hand requires

- simultaneous operation of hundreds of satellites,

- in-orbit performance and functionality update and upgrade of spacecraft and constellations,

- low latency data delivery to the user,

- low cost,

- and other factors.

It needs to be mentioned that new missions also require rapid and low-cost launch capability.  

The developing market of reactive and low-cost mini launchers is currently very dynamic. There will 

be new options for launching small satellites which will be an enabling factor for the new types of 

missions.

NEW REQUIREMENTS – NEW APPROACHES: 
DESIGN, DEVELOPMENT AND MANUFACTURING

Up to now, most satellites have been one-of-a-kind or few-of-a-kind. Usually these satellites were 

large, complex and expensive.

The high level of complexity resulted in long and difficult development cycles with much iteration, 

representing a significant cost driver. Due to the high cost and the fact that only one or a few of the 

specific spacecraft existed reliability of spacecraft became critical to mission success. A low-risk  

approach was therefore taken, involving comprehensive testing, verification and validation efforts on 

all product levels, again driving cost.

It has become obvious that for new space missions a different approach was required. The key for the 

space industry in this context is the adoption of the methods of Industry 4.0.

Fig 2:  

Technologies for 

Industry 4.0 
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Companies have to transform from Industry 3.0 to Industry 4.0, i.e. evolving into smart factories to 

ensure integration into the digitalised world and to be able to deliver the required user-centric and 

use-adaptive products.

As part of the transformation to Industry 4.0, design and development processes have to change 

considerably, other industries serving as models for the space industry here too. New approaches to 

development and development management, such as

- digital product life-cycle management,

- design optimisation support via artificial intelligence,

- connected digital models/model-based product definition,

- agile development processes,

- digital twin,

- virtual assembly integration and testing,

- 3-D massive model visualisation, virtual/augmented reality,

- Model- and simulation-based systems engineering among others,

are essential for the digitalisation of the spacecraft design and development process.

It is worth mentioning that these new development approaches can and should be applied to  

“classic” spacecraft as well because they are highly beneficial – as demonstrated by the European 

Space Agency’s “design2produce” initiative.

Fig 3: The ESA “Design2Produce” initiative  

https://www.esa.int/spaceinimages/Images/2018/01/Engineering_today_and_tomorrow

2017

2020
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New manufacturing approaches too are bringing about paradigm shifts in the space sector. In the 

future spacecraft manufacturing process, issues like

- line production,

- automation,

- modularisation,

- additive manufacturing,

- collaborative robotics (cobots),

- smart tools / connected tools,

- automated inspection,

- automated tests, and

- predictive/preventive maintenance (for tools and machines of the production line)

will play a significant role in the future spacecraft manufacturing process.

The OneWeb production line is a good example of the Industry 4.0 principles Industry 4.0 being  

widely implemented.

One issue relevant to the production of mega-constellations and low-cost satellites is the increasing 

use of commercial off-the-shelf parts (COTS). In the past, the very stringent requirements for traditi-

onal spacecraft regarding availability, reliability and quality prohibited the use of COTS without space 

qualification.

The trend from “one big” to “many small” spacecraft has consequences regarding the acceptable 

level of risk. A mission with many spacecraft has an inherent redundancy as compared to individual 

spacecraft. In addition, failed spacecraft would be replaceable at relatively low cost. Requirements 

for availability, reliability and quality (for the single spacecraft, not for the mission) can thus be  

relaxed. There are also possibilities for software-based radiation hardening, e.g. by adaptive redun-

dancy programming of FPGAs. All this makes using COTS parts feasible, resulting in a significant cost 

reduction.

At the same time, the approach for spacecraft verification and validation has to be adapted. The con-

ventional approach involving extensive testing on all product levels is not suited for mass produc-

tion. One option is to space-qualify only the first model of a series of spacecraft as a “type qualifica-

tion”, confirming that the design and the implemented products are fit for space. In all following 

spacecraft, quality on the individual spacecraft level is maintained through stringent quality control 

in the manufacturing and production process. Each individual spacecraft undergoes acceptance testing 

only. This approach significantly reduces time and cost for verification and validation.

Another consequence of the trend to “many small” is the great success of CubeSats, which is based 

on standardised volumes (cubes) that can be combined flexibly to provide the required functionalities. 

Interest in CubeSats has grown greatly in the recent years and is evident in the increasing number of 

CubeSats launched in recent years.
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Fig 4: Total Nanosatellites and CubeSats launched   

https://www.nanosats.eu/img/fig/Nanosats_total_2020-01-06_large.png
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Because of the high level of market interest in CubeSat missions there are now many companies that 

provide CubeSat components, consulting services, sell entire satellites and develop small launchers 

to accommodate increasing demand for low-cost, reactive launches.

Among the many companies active in this area are 

-  the Munich-based Deployables Cubed, developing actuators and deployable  

components for CubeSats, 

- Würzburg-based S4 GmbH, offering various CubeSat components, 

- Denmark-based GomSpace, selling customised CubeSats, 

- Munich-based IsarAerospace, developing small launchers, 

- Rocket Factory Augsburg GmbH, developing launch services for small satellites, and 

- PLD Space based in Spain, another provider of small satellite launch services.
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NEW REQUIREMENTS – NEW APPROACHES:  
MISSION AND SPACECRAFT OPERATIONS

Mission operations involve the monitoring and control of spacecraft and payloads, data delivery and 

distribution; this complexity is a significant cost driver.

Looking at the above list of new requirements it is clear that mission operations will have to change 

as outlined below, not least in order to meet the requirement of “low cost”.

-   Simultaneous operations of hundreds of satellites

Operating hundreds or thousands of spacecraft the conventional way is not possible.  

The solution is to introduce autonomous operation on the ground and on board.  

Among other issues, predictive and preventive failure detection, fault management,  

activity planning, health monitoring and data management will have to be considered. 

The performance of computational intelligence is increasing continuously as well as  

does computational power. In addition, there is the trend to bring deep learning networks  

to edge devices (e.g. mobile phone, smart watch etc.) with limited resources. All this paves  

the way for the application of computational intelligence for operating spacecraft. In the 

future operators may only define the goals for the mission and the satellites decide them-

selves how to fulfil the goals (goal based operations). 

One challenge however is verifying that computational intelligence is capable of handling  

all possible situations. Classic verification and validation methods are most likely unsuitable 

for autonomous systems. Thus developing new approaches is animportant task.

-  In-orbit updating and upgrading of performance and functions

The above becomes possible by introducing software-defined functionalities, which  

can then be upgraded or modified very flexibly and quickly with software updates. 

In some scenarios in-orbit servicing is required, e.g. refuelling or mounting a higher- 

performing payload. Whether a servicing mission is efficient depends on the cost of  

the spacecraft, launch cost and the capabilities of the servicing spacecraft in terms  

of robotic manipulation or the creation of spare parts by in-orbit 3-D printing. 

In-orbit reconfiguration is another method to increase mission flexibility. Satellites  

consisting of functional modules with standardised interfaces may be an interesting  

approach – as proposed by the iBOSS study team financed by the German Space  

Agency DLR.

Fig 5: iBOSS reconfigurable satellite 
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-  Low latency data deliverys

One option to fulfil this requirement may be data owners having direct access to the  

satellites and their payloads. In new operational concepts space operation centres  

may provide the expensive on-ground infrastructure, such as antennas and monitoring  

controls, but allow the owners or users to remotely operate the satellite or payload  

within safe limits, directly retrieving the desired data. 

One potential way to implement this approach would be to provide a graphical user  

interface and intelligent operational software that does not require in-depth spacecraft- 

specific knowledge on the part of the user. In future, satellite owners might be using  

their mobile phones to control spacecraft and payloads as part of fully digitalised, user- 

centric and user-adaptive satellite operation!

NEW APPROACHES – NEW RISKS AND THREATS

Paradigm shifts in satellite development and manufacturing pose certain general risks. An initial 

drop in product quality and reliability may occur upon introduction of new technologies and  

methods, requiring businesses to closely monitor the situation. New approaches and the demand 

itself for hundreds of satellites for mega-constellations pose a risk of quality suffering as quantity 

rises in mass production.

The use of commercial off-the-shelf (COTS) components is crucial for achieving low-cost goals. Yet 

these components are not specifically designed for the harsh space environment and may negatively 

impact satellite reliability.

Greater usage of COTS is related to the necessity of supply change globalisation. There is a risk how-

ever of these components being maliciously modified via malware, spyware, logic bombs etc.,  

making cyber-security an issue, as discussed below.

While the production of mega-constellations is a major challenge, their operation is as well. In parti-

cular, a lack of available frequencies and resulting interference may become a problem for communi-

cation satellites. Corresponding regulations will have to be negotiated on an international level.

High-level automation and autonomy required for the operation of mega-constellations is an enab-

ling factor but also introduces a new risk. System state and behaviour could be intransparent for the 

operator, resulting in wrong decisions when taking over manual control becomes necessary. Tragic 

examples have been seen in aviation where due to lacking automation transparency the operators 

were unable to fully comprehend the state of the system so as to react in an appropriate way. This is 

an important area for research.

The crowding of near space with debris, upper stages and inactive satellites has become a critical 

risk. The introduction of mega-constellations consisting of thousands of satellites in crossing orbits 

means a considerable increase in collision risk. Immediate action is imperative in this area if the asset 
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of space is to be available to future generations. An improvement in “space situational awareness” by 

observing all objects in Earth-bound orbits is required as well as an assessment of collision risks and 

sounding collision warnings. The European Union has launched the Safety, Security and Sustainability 

of Outer Space initiative (3SOS), aimed at promoting sustainable space operations and encouraging 

joint efforts by all stakeholders to tackle the problem.

Another step in attempting to mitigate the risk posed by space debris is to define and adopt a suita-

ble international legal framework. Among others, this framework should introduce space traffic  

management and obligate all operators and owners to safely dispose their satellites at the end of 

their useful lives. 

Space agencies and private companies are becoming engaged with active space debris removal (ADR) 

and in-orbit servicing (IOS). The budget for a mission to remove an inactive object from space (the 

ADRIOS programme) was approved at the 2019 ministerial conference of the ESA member states. 

Astroscale (UK) and ClearSpace (Switzerland) are two of the companies that develop systems and 

missions to remove non-functioning satellites from their orbits.

New satellites should be designed in a way that facilitates their safe disposal. The ESA already requires 

a disposal strategy be outlined for their satellites in as early as the design stage. Fuel tanks for  

example have to be designed such that they disintegrate upon re-entry (design for demise). A certain 

minimal yet robust control possibility in failure cases allowing the satellite to be guided into a safe 

orbit and being passivated.

Cyber threats are extremely critical in a digitalised space sector. The systems involved – ground  

control centres, ground stations and production equipment – are integrated across networks via the 

public internet, providing many points for potential cyber threats.

User Segment Ground Segment

Space Segment

Link Segment

Cyber threats to space systems

Space Segment

- Command Intrusion
- Payload Control
- Denial of Service
- Malware

User Segment

- Spoofing
- Denial of Service
- Malware

Link Segment

- Command Intrusion
- Spoofing
- Replay

Ground Segment

- Hacking
- Hijacking
- Malware
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Fig 6: Cyber threats in space.

https://media.defense.gov/2019/Jan/16/2002080386/-1/-1/1/190115-F-NV711-0002.PDF
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Satellites can be accessed directly if adequate antenna and communication equipment is available. 

Several incidents of satellites being temporarily hijacked have been known, though operators are 

usually reluctant to disclose these incidents to the public.

The digitalisation of the space sector, giving rise to the New Space trend, entails risks and threats 

which may not be ignored, requiring a proactive approach. Only then can an adequate degree of  

security, safety, availability and reliability be achieved for missions and the related products and 

services. The European Space Agency for example has already established a cyber-training range at 

the European Space Security and Education Centre (ESEC) in Redu, Belgium, where cyberattacks  

on different mission segments can be simulated in order to train on the corresponding defensive 

actions.

CONCLUSION

A paradigm shift is underway on many fronts in the space sector. We see new products and services 

and innovative approaches and methods being adopted by developers, manufacturers and opera-

tors. All this opens up many new opportunities which should definitely be seized. If risks and threats 

are approached proactively New Space will undoubtedly be a success story, bringing many benefits 

for all of us.
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New technologies are bringing new challenges and new opportunities. This article discusses selected 

research and networking activities such as the EU project CONCORDIA (Cyber security cOmpeteNCe fOr 

Research anD InnovAtion), Quantum Technologies and Moving Target Defence conducted by the  

research institute CODE in 2019.

The pervasiveness of ICT technologies is increasing at an immense rate along with the complex inter-

connected environment of billions of Internet of Things (IoT), services and users. The future ICT environ-

ment, likely cloud-assisted, IoT-based, is built of complex interconnected systems, highly heterogeneous 

and pervasive. The increasing heterogeneity, complexity and diversity of devices, computing systems, 

technologies, software and services along with the changing user interactions with technology are  

challenging for cybersecurity. 

The threat landscape is evolving with tremendous speed. We are facing an extremely fast growing attack 

surface with a diversity of attack vectors, a clear asymmetry between attackers and defenders, billions of 

connected IoT devices, mostly reactive detection and mitigation approaches, and finally big data challen-

ges. The clear asymmetry of attacks (i.e. attackers need to find one weak spot only, the defenders needs 
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to protect everything) and the enormous amount of data are additional arguments making it necessary 

to re-think cybersecurity approaches in terms of reducing the attack surface, to make the attack surface 

dynamic, to automate detection, risk assessment and mitigation, and to investigate prediction and pre-

vention of attacks, utilising artificial intelligence and machine learning.

A broad and evolvable data-driven and cognitive end-to-end (E2E) security approach for the highly  

complex and interconnected compositions of emerging data-driven cloud, IoT and edge-assisted ICT 

ecosystem is a must.

Fig 1: Complex, dynamic, fast-growing, highly connected “Internet of Everything” from IoT to cloud   

User-centric Security

Application/Data-centric Security

System/Software-centric Security

Network-centric Security

Device-centric Security

Figure 1 visualises the broader perspective, from user-centric to device-centric security, taking a  

holistic end-to-end security approach, especially as all cloud, IoT, and edge systems evolve in complex, 

interconnected ways to link multiple systems and services.

Since cybersecurity is of vital importance for Europe’s digital sovereignty, and following a Horizon 

2020 (H2020) call, the research institute CODE as the coordinator has submitted a proposal in coope-

ration with 42 partners which has been accepted first place. CONCORDIA (https://www.concordia-

h2020.eu) has started in January 2019 with a funding of 16 million euros from the EU and comprises 

55 partners and an additional funding of 7.1 million euros from the industry and members states by 

now. The European security landscape does not suffer from a lack of ideas, but from its fragmentation 

across national borders, posing a key problem. Sometimes it is the lack of understanding industrial 

constraints and major developments in secure hard- and software systems being out of the sphere 

of influence of the European Union that causes concern. CONCORDIA addresses this issue by buil-

ding a European cybersecurity ecosystem, bringing different stakeholders (industry, research, SMEs, 

start-ups, public bodies) together in the development of European IT services and IT products. Figure 2 

shows the consortium with 55 partners from 19 countries.
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Fig 2: CONCORDIA 

consortium,  

still growing

The development of IT products and services is visualized in Figure 3 with seven industrial pilot pro-

jects – five sector-specific and two cross-sector pilots. Two sector-specific pilots, namely the telecom 

and financial sector, have established a customized threat intelligence platform for their application 

domains in order to properly share Indicators of Compromise (IoC). Both pilots are instantiating the 

more general threat intelligence platform for Europe (one of the cross-sector pilots) for their very 

sector-specific needs. Beyond the threat intelligence domain, a focus is put on e-health, e-mobility, 

security of unmanned aerial vehicles (UAV) and the creation of a DDOS clearing house for Europe.

Fig 3: Seven industrial 

pilot projects to develop 

platforms and IT 

products and services

Building Threat 
Intelligence 
for Europe

Piloting a DDOC 
Clearing House  
for Europe
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IT development has picked up speed exponentially. We are almost in the age of quantum computing 

(QC) and quantum technologies respectively. QC is an entirely new paradigm of computation that 

promises to solve some of the most difficult problems in science and business – such as advanced 

research in energy, finance, healthcare and aerospace, among others. In the long term, quantum 

machines may pose a serious challenge to the basis of modern cryptography. Some people say that 

QC, not AI (artificial intelligence), will define our future. Since 1998, Europe has continued a long 

tradition in financing research in QC. Since 2018, Europe’s funding of the Quantum Technologies 

Flagship has totalled approximately 1 billion euros following the vision of building the Quantum 

Web (where quantum computers, simulators and sensors are interconnected via quantum commu-

nication networks).

The research institute CODE is one of ten global IBM-Q-Hubs (as depicted in Figure 4) aiming to 

strengthen and coordinate research in quantum technologies in cooperation with partners from  

research and industry. Post-quantum cryptography is one specific topic looking at creating new ways 

to protect data and communications from threats posed by QC.

Fig 4: Research Institute CODE, one of ten IBM-Q-Hubs  

As QC is also threatening security, secure connections need to be established in order to protect con-

fidentiality, integrity and authenticity of data transmissions. Quantum communication represents a 

promising way to guarantee unconditional security by using quantum information protocols as 

quantum key distribution (QKD). CODE works closely with the Austrian Institute of Technology (AIT), 

the coordinator of the OPENQKD project. The goal of the OPENQKD project is to build open QKD 

testbeds. The joint agreement between the European Commission (EC) and the European Space 

Agency (ESA) focuses on space security based on QKD. In 2019, CODE has extended its activities into 

the area of quantum communication.

CODE’s other field of interest is the development of MTD approaches to make it extremely difficult 

for an attacker to exploit existing vulnerabilities by changing the attack surface and letting (virtual) 

machines and services “move” through the IT infrastructure. Using diversity for security is a promi-

sing paradigm to approach cyberattacks. MTD is a hotspot of today’s security research, offering pro-

mising opportunities. It comes at the price of operational challenges however, as it intervenes with 

existing management tools and procedures.
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